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The CPSoSAware Lifecycle is supported by 
four key innovative pillars

• Artificial Intelligence pillar: is considered when 
evaluating individual CPSs AI solutions to support 
the autonomic, decentralized operation of CPSs; but 
also, when reviewing monitoring techniques for 
anomaly detection at the system level.

• Model-based Design/Computing pillar: is exploited 
mainly at the Design phase, which relies on most 
advanced modelling techniques, software optimiza-
tion, and hardware acceleration to implement MODD 
approach,

• Security pillar: relies on the application of the 
security-by-design paradigm at the Design phase, 
leveraging on existing methodologies and languages 
for modelling secure systems and for the  analysis of 
security requirements, as well as security primitives 
and mechanisms for the protection of the CPSoS 
assets.

• Extended Reality User Interfaces (XR UIs) pillar – 
These aspects are considered when evaluating tools 
and techniques enabling the simulation of CPSs with 
human assistance and to introduce human in the loop 
situational awareness.

Pillars

The CPSoSaware architecture is going to be 
tested in two different pilot sites (Germany and 
Italy) by performing trail scenarios to two 
different use cases.

The first use case is focused on connected semiauto-
nomous vehicles where we will perform trails focused on 
Human in the loop scenarios, like non predictable failures 
that may involve the human driver and how this affects 
the design operation continuum support of the CPSo-
Saware solution as well as human situational awareness 
enhancement when using the CPSoSaware architecture. 
We also use this use-case to access the cybersecurity 
mitigation strategies using the CPSoSaware architecture 
and its response to cyberattacks.

The second use case will be focused on HRC in 
the manufacturing environment and will involve 
trails that challenge the MOOD CPSoSaware concept 
and trails on accidents/failures as well as cybersecu-
rity attacks that challenge the collaborative control 
mechanism and the autonomic decentralized 
operation of the CPSoSaware solution as well as the 
Design operation continuum support in the presence 
of cybersecurity attacks.

Use Cases

The basic project objectives are the following:

Objective 1: Design Cognitive, Reconfigurable and 
autonomous CPSoS orchestration, that support 
CPSoS full lifecycle (requirements, design, test, 
operate and decommissioning) and Design Operation 
Continuum

Objective 2: Provide a Decentralized, cooperative, 
autonomic control and management that is resilient, 
fail-safe and adaptable to unforeseen physical and 
cyber-changes

Objective 3: Structure a CPSoS Design approach that 
can be modelled and Simulated at system level

Objective 4: Provide vertically and horizontally 
Secure and Trusted Designs (Security -by- Design) 
and Provide Runtime Cybersecurity monitoring to 
protect against cyber-threats and respond to attacks

Objective 5: Consider throughout the CPSoS lifecycle 
Human users and operators and provide Extended 
Reality solutions that increase their situational 
awareness (Human in the Loop)

Objective 6: Integrate the CPSaware various tools 
into a unified solution and test it in two distinct use 
cases (connected autonomous cars and Manufactur-
ing processes with Robotics and Human interaction

Objective 7: To define evidence-based business and 
financing models along with a business plan for the 
post-project sustainable exploitation of the CPSo-
Saware framework.

Objectives


