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Cyber-physical systems embed sostware into the physical world. The EU-funded 
CPSoSaware project is developing a holistic and innovative approach to cyber-physical 
systems. For testing in the manufacturing industry and with semi-autonomous connected 
vehicles, the project will design new models and sostware tools to allocate computation-
al power/resources to the CPS end devices of the system by determining and autono-
mously generating what cyber-physical processes will be handled by a device’s 
heterogeneous component (processor cores, GPUs, FPGA fabric, sostware stacks). Making 
maximum use of artificial intelligence to boost reliability, fault tolerance and security at 
system level, the CPSoSaware system will also interact with human users through 
extended reality visual and touchable interfaces.

CPSoSaware will contribute to all expected impact areas set out in H2020 ICT-01-2019 
Computing technologies and engineering methods for cyber-physical systems of systems 
under the topic of Models, tools and methods for design-operations continuum of 
dependable CPSoS, as explained below (the text in the lest column refers to H2020 Work 
programme document and is provided for reference).

In the CPSoSaware project, we envision the CPSoS as a living organism that behaves 
autonomically (without human intervention), is aware of its physical and cyber environ-
ment and reacts to it accordingly so that it constantly matches its intended purpose.
CPSoSaware project aims at developing the models and sostware tools to describe a 
CPSoS in a holistic and abstract way and to allocate computational power/resources to 
the CPS end devices of the System by determining and generating autonomously what 
cyber-physical processes will be handled by a device’s each heterogenous component 
(processor cores, GPUs, FPGA fabric) and sostware components (sostware stacks).

The solution will rely on Artificial Intelligence support in order to strengthen reliability, 
fault tolerance and security at system level but also will be able to lead to CPS designs 
that work in a decentralized way, collaboratively, in an equilibrium, by sharing tasks and 
data with minimal central intervention.

Also, the CPSoSaware system will interact with the CPS/CPSoS human users/operators 
through extended reality modules (AR glasses, haptics interfaces) to increase human 
situational awareness but also to include human behaviour n the CPSoS design and 
operation phase (using human based reinforced learning of the CPSoSaware). 

Follow us on: 

CPSoSAWARE cpsosaware
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OBJECTIVES

Objective 1. Design Cognitive, Reconfigurable and autonomous CPSoS orchestration, that support CPSoS
full lifecycle (requirements, design, test, operate and decommissioning) and Design Operation Continuum

Objective 2. Provide a Decentralized, cooperative, autonomic control and management that is resilient,
fail-safe and adaptable to unforeseen physical and cyber-changes

Objective 3. Structure a CPSoS Design approach that can be modelled and Simulated at system level

Objective 4. Provide vertically and horizontally Secure and Trusted Designs (Security -by-Design) and Provide
Runtime Cybersecurity monitoring to protect against cyber-threats and respond to attacks

Objective 5. Consider throughout the CPSoS lifecycle Human users and operators and provide Extended Reality
solutions that increase their situational awareness (Human in the Loop)

Objective 6. Integrate the CPSaware various tools into a unified solution and test it in two distinct use cases
(connected autonomous cars and Manufacturing processes with Robotics and Human interaction

Objective 7. To define evidence-based business and financing models along with a business plan for the
post-project sustainable exploitation of the CPSoSaware framework.
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Use case 1 Connected and Autonomous Vehicles

• Human in the loop control Use Case in Single Vehicle 
scenarios
• Cybersecurity issues in Connected Cars Scenarios
The first use case is focused on connected semiautono-
mous vehicles where we will perform trails focused on 
Human in the loop scenarios, like non predictable 
failures that may involve the human driver and how this 
affects the design operation continuum support of the 
CPSoSaware solution as well as human situational 
awareness enhancement when using the CPSoSaware 
architecture. We also use this use-case to access the 
cybersecurity mitigation strategies using the CPSo-
Saware architecture and its response to cyberattacks.
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USE CASES

CYBERSECURITY

PASEU

Use case 2. Human – Robot Interaction in Manufacturing Environment

• Design operation Continuum evaluation
• Resilience and Safety
The second use case will be focused on HRC in the manufacturing environment and will involve trails that challenge the MOOD 
CPSoSaware concept  and trails on accidents/failures as well as cybersecurity attacks that challenge the collaborative control 
mechanism and the autonomic decentralized operation of the CPSoSaware solution as well as the Design operation continuum 
support in the presence of cybersecurity attacks. The two use cases complement one another since they have different require-
ments and specificities (open spaces and moving CPS, close interconnection with humans versus closed space environment, static 
CPS and more relaxed interaction with humans).

CRF 
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Participation at the ERTICO Activity Development days workshop
The partners from PASEU participated at the  “ERTICO  Activity Development days  workshop”, an event that took place from 7-8 
July 2020. The purpose of the ERTICO Activity Development workshop was to inform the participants about opportunities within the 
H2020 Work Programme and to present initial ideas for proposals for the next round of Calls, per focus area (Connected and 
Automated Driving; Green Deal ; Urban Mobility; Transport and Logistics).

23rd IEEE International Conference on Intelligent Transportation Systems
Panasonic Automotive, University of Patras and Industrial Systems Institute co-organized the workshop on “Multimodal Sensing for 
Localization, Path Planning and Scene Understanding” in the 23rd IEEE International Conference on Intelligent Transportation 
Systems that was held in Rhodes, Greece on September 20-23, 2020.
The organizing committee comprised very experienced members of the ITS community, with a broad background spectrum, from 
academia to the industry. Furthermore, the list of keynote speakers included very influential names from the ITS and Computer 
Vision communities.

Project meetings
Kick off meeting 
- The CPSoSaware kick off meeting was organized on the 10th & 11th February 2020 at the Athena Research Centre’s premises in 
Athens. A big thanks to all the partners for their participation! Looking forward to a fruitful cooperation.
2nd plenary meeting (virtual) 29-30 June 2020 
- The 2nd  CPSoSAWARE plenary meeting took place virtually from 29-30 June 2020 
3rd plenary meeting (virtual) 28 September 2020 
- The third CPSoSAWARE plenary meeting took place on 28 September  having as main objective the preparation for the M9 review
First review  29 September 2020 
- The first project review took place virtually on 29 September. All project activities till M9 were presented from the respective 
partners and useful feedback was provided  from the EU commission’s experts 
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CPSoSaware consortium consists of thirteen (13) experienced and committed partners, namely three (3) industries, three (3) SMEs, 
one (1) industrial research partner, two (2) non-profit research institutes or technology and innovation centres, and four (4) 
universities, spread around eight (8) different European countries (Greece, Italy, Spain, Germany, Switzerland, Finland, Poland, 
Cyprus) and Israel. 
Project duration
Start Date: 1st January 2020 – 31st December 2022 (36 months)
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