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MESSAGE FROM THE PROJECT COORDINATION
Dear Reader,
the CPSOSAWARE project recently entered into its second year of activity and it started 
delivering the first concrete results. The preliminary architecture is now available, along 
with the user requirements and the refinement/ description of the pilot use cases and the 
respective use case scenarios for the two project pilots: Manufacturing and Automotive. 
Furthermore, a number of scientific papers have already been produced, and we are now 
moving forward on the implementation of various technical aspects whose outputs will 
be soon visible while demos will be available as well.
We wish you a pleasant reading, and we invite you to get in touch with the project or 
contact us directly for more information and collaboration opportunities.
Sincerely,
Aris Lalos / Apostolos Fournaris
Project Coordinators

BRIEF SUMMARY 
We are pleased to announce the publication of the second issue of our newsletter!

CPSOSAWARE is a 3-year Research and Innovation action (RIA) from 2019 to 2022 funded 
under Horizon 2020.

CPSoSaware consortium consists of thirteen (13) experienced and committed partners, 
namely three (3) industries, three (3) SMEs, one (1) industrial research partner, two (2) 
non-profit research institutes or technology and innovation centres, and four (4) 
universities, spread around eight (8) different European countries (Greece, Italy, Spain, 
Germany, Switzerland, Finland, Poland, Cyprus) and Israel. Despite constraints imposed 
from COVID-19, we can say that Year 2020 was quite positive for our project. 

The CPSOSAWARE project consortium has progressed in terms of technical work and 
according to plan producing a number of important deliverables. In this 2nd issue of our 
Newsletter, we present some of the highlights, which the consortium achieved during the 
last months. In the Dissemination Activities section, we present a number of  scientific 
papers related to our project, as well as some  dissemination activities we have been 
involved during  the last few months. 

Follow us on: 

CPSoSAWARE cpsosaware
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PROJECT ACHIEVEMENTS
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Τhis issue covers a period of 8 months from October 2020 – May 2021 (M9 -M17). During this period of time significant progress has 
done in several work packages of the projects.
Below we provide a summary per workpackage: 

• WP1 CPSoS Requirements, Use Cases, Specifications and Architecture
Work package 1 released the first version of the CPSoSAware architecture, documented in deliverable D1.3 in December 2020. The 
second main outcome of this workpackage in this period is the recent release of the end-user requirements and use cases for the two 
project pilots: Manufacturing and Automotive, documented in deliverable D1.2 in April 2021.
D1.3“Preliminary Version of CPSoSaware System Architecture” elaborated on the reference architecture of CPSOSAWARE and the 
architectural components. The focus was  on the technical specifications of the system components, including functional and non-func-
tional requirements. The  D1.2 document provided the description of the reference Use Cases and extracted the user requirements of 
interest. The document provides the methodology defined and used for deriving the describing Use Cases, where applicable, as well as 
the User Requirements. The definition of the User requirements is made upon considerations coming from the main stakeholders of the 
applications in the Use Cases. The D1.1 “Supportive, motivating and persuasive approaches, tools & metrics” provided a  review of the 
state-of the-art methodologies and best practices, techniques and mechanisms, technologies and solutions for capturing requirements, 
developing and maintaining dependable Cyber-Physical System of Systems (CPSoS).

• WP2 Virtual User/Physical Environment Models, CPS Models and orchestration support tools
The work within the WP2 context involved with a variety of issues during this period of time. 
A component meta data library collection work has progressed with data received for various components used in the pilots and also for 
those that are not yet used, but which are provided as a toolbox for later application cases and for teaching cost estimation modeling 
work. In addition, design and implementation of AlmaIF v2, a FPGA IP component wrapper to integrate FPGA accelerators easily to the 
PoCL-based OpenCL platform, has progressed with multiple international collaboration calls organized. On the network modeling side, 
there was focus on identifying the open-source simulation models and their extension needs for intra and inter communication.
The deliverable D2.1 “Human Factors and Metrics analysis” was submitted recently. This deliverable moved into two directions: On the 
one hand we tried to collect and describe all the information coming from existing literature review and bibliography regarding related 
human factors concerning the automotive and manufacturing pillars respectively (and these findings are being presented in the first part 
of this document) whereas  on the other hand we designed and  performed surveys (and at the second part of this deliverable we 
describe the results obtained from these surveys).Some useful trends and conclusions regarding user behaviour and association 
between human factors and metrics  were extracted and presented.

• WP3 Model based CP(H)S Layer Design and Development supporting Distributed Assisted, Augmented and Autonomous 
Intelligence
The main progress during year 1, towards the WP3 objectives, related to: 
i) The establishment of methodologies and tools for processing multimodal data for user state and environment monitoring 
ii)  The development of the mathematical models that will be used within the CPSoSaware automotive and manufacturing pillar,
iii) The selection of algorithms that will be used in order to solve the problems related to localization and path planning in CAVs and human 
robot collaboration tasks  
iv) The implementation of AR holographic interfaces for improving Human in the loop situational awareness 
v) The implementation of security mechanisms for the individual CP(H)Ss and finally the vi) Run-time Management of Fault Data and 
Instruction Caches that can be deployed at the individual CPSs.
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PROJECT ACHIEVEMENTS

More specifically, ISI that is the WP leader is working towards the development of image/LiDAR based scene analysis algorithms based 
on accelerated deep neural network architectures while our partners University of Patras and CATALINK are working on the implementa-
tion of a user state monitoring system, that evaluate and indicate the driver’s fatigue using facial analysis algorithms. Moreover, ISI is 
focusing on developing and defining fully distributed localization and tracking algorithms based on information diffusion approaches, 
where each vehicle estimates the location of all other vehicles in the network, by interacting only with its direct neighborhood. Regarding 
the issue of rendering of occluded objects and safe spaces to increases situational awareness University of Patras is currently working 
on the problem of users' motion tracking, lying in industrial environments, in order to increase the level of safeness while they co-work 
or collaborate with robots sharing the same workspace. Regarding security issues ISI is designing and implementing a hardware security 
token that is meant to complement the CPS functionality (as described in the CPSoSaware architecture). Finally, regarding the Run-time 
Management of Fault Data and Instruction Caches, University of Peloponnese is designing and implementing various run-time fault-tol-
erance mechanisms targeting the first level instruction and data caches. 

• WP4 CPSoSaware System Layer Design and adaptation of dependable CP(H)SoS
During the first half of the project the work on WP4 concentrated on developing general methodologies and defining initial design of 
CPSoSaware System Layer. This includes state of the art analysis and choice of components to build the initial architecture of the 
CPSoSaware system layer. Further development of selected components and methodologies are planned for the next months. This will 
include propagation of the use-case requirements to the system level as well as adjustment and customization of these component and 
methodologies for the use-case specific requirements.  Some preliminary data with OPENCL components properties obtained. The 
model-based optimization approach being considered by CPSoSaware in order perform HW-SW partitioning with respect to non-function-
al requirements was described in the respective deliverable.  Furthermore, CPSoSaware partners performed research on optimization of 
HW-SW partitioning based on non-functional requirements. As a result, CPSoSaware developed generic methodology for HW-SW 
partitioning modelling and optimization with respect to non-functional requirements, such as energy, reliability, security, etc. The 
proposed methodology is supported by a number of tools that could be used in order to carry out the various methodological steps. 

• WP5  CPSoSaware Integration and Crosslayer Optimization supporting design-operation continuum
 No significant activities in WP5 as far  since this WP started the last months  

• WP6 Industry Driven Trial and Evaluation
 Work Package 6 is focused on the definition of the scenarios for the trial and evaluation phases of the project.  The scenarios have been 
defined in order to allow a coherent evaluation of the User Requirements identified in both use-cases during the trials. The WP is working 
on providing preliminary specifications for the pilot trials. The activities are going on two parallel and distinct lines with the aim to 
concentrate the partner’s efforts and the coordination activities among WPs on the finalization of the project’s results into planned and 
detailed scenarios. The trial definition is ongoing both for Automotive and Manufacturing use cases, while keeping the focus on necessary 
intermediate results and deliverables.
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We list below an updated list of papers submitted and accepted during the first 16 months of the project lifecycle that 
carry acknowledgement on the CPSoSaware project:

Accepted 
1. G. Arvanitis, A. S. Lalos and K. Moustakas, "Robust and Fast 3-D Saliency Mapping for Industrial Modeling Applications," in IEEE 
Transactions on Industrial Informatics, vol. 17, no. 2, pp. 1307-1317, Feb. 2021.
2. N. Piperigkos, A. S. Lalos, K. Berberidis and C. Anagnostopoulos, "Cooperative Multi-Modal Localization in Connected and Autonomous 
Vehicles," 2020 IEEE 3rd Connected and Automated Vehicles Symposium (CAVS), 2020, pp. 1-5.
3. N. Piperigkos, A. S. Lalos and K. Berberidis, "Graph based Cooperative Localization for Connected and Semi-Autonomous Vehicles," 
2020 IEEE 25th International Workshop on Computer Aided Modeling and Design of Communication Links and Networks (CAMAD), 2020, pp. 1-6.
4. A. P. Fournaris, A. Lalos, P. Kapsalas and C. Koulamas, "Decentralized, Secure and Cognitive Architecture for Automotive CyberPhysical 
System of Systems," 2020 9th Mediterranean Conference on Embedded Computing (MECO), Budva, Montenegro, 2020, pp. 1-5.
5. Georgios Keramidas, Christos P. Antonopoulos, Nikolaos Voros, Pekka Jääskeläinen, Marisa Catalán Cid, Evangelia I. Zacharaki, 
Apostolos P. Fournaris, Aris Lalos, CPSoSaware: Cross-layer Cognitive Optimization Tools & Methods for the Lifecycle Support of Depend-
able CPSoS, IEEE Annual Symposium on ISVLSI, July 6th – 8th, Limassol, Cyprus, 2020. 
6. A. P. Fournaris; Dimopoulos, C.; Lampropoulos, K.; Koufopavlou, O. Anomaly Detection Trusted Hardware Sensors for Critical Infrastruc-
ture Legacy Devices. Sensors 2020, 20, 3092. 
7. Apostolos Fournaris, Charis Dimopoulos, and Odysseas Koufopavlou, Creating Trusted Security Sensors for Anomaly Detection Systems 
using Hardware components, TRUDEVICE 2020: Workshop on Trustworthy Manufacturing and Utilization of Secure Devices, Design, 
Automation and Test in Europe Conference (DATE 2020) Conference, 21 April – 31 May 2020, Grenoble, France.
8. Apostolos P. Fournaris, Charis Dimopoulos, and Odysseas Koufopavlou, Profiling Dilithium Digital Signature Traces for Correlation 
Differential Side Channel Attacks, SAMOS 2020, International Conference on Embedded Computer Systems: Architectures, Modeling and 
Simulation, Virtual Event, July 6 - September 30, 2020.
9. E. Vasilis Pikoulis, C. Mavrokefalidis and A. S. Lalos, "A New Clustering-Based Technique for the Acceleration of Deep Convolutional 
Networks," 2020 19th IEEE International Conference on Machine Learning and Applications (ICMLA), 2020, pp. 1432-1439.
10. Muller, L.; Chrysoulas, C.; Pitropakis, N.; Barclay, P.J. A Traffic Analysis on Serverless Computing Based on the Example of a File 
Upload Stream on AWS Lambda. Big Data Cogn. Comput. 2020, 4, 38. 
11. N. Mukhtar, A. P. Fournaris, T. M. Khan, C. Dimopoulos and Y. Kong, "Improved Hybrid Approach for Side-Channel Analysis Using 
Efficient Convolutional Neural Network and Dimensionality Reduction," in IEEE Access, vol. 8, pp. 184298-184311, 2020.
12. Nousias, E. V. Pikoulis, C. Mavrokefalidis, and A. S. Lalos, “Accelerating deep neural networks for efficient scene understanding in 
automotive cyber-physical systems,” in IEEE International Conference on Industrial Cyber-Physical Systems, 2021.
13. Nikos Piperigkos, Aris S. Lalos, Kostas Berberidis, " Graph Laplacian Extended Kalman Filter for Connected and Automated Vehicles 
Localization", IEEE International Conference on Industrial Cyber-Physical Systems (ICPS), 10-13 May, Victoria, Canada, 2021.
14. Jan Solanti, Michal Babej, Julius Ikkala, Vinod Kumar, Malamal Vadakital, Pekka Jääskeläinen: "PoCL-R: A Scalable Low Latency 
Distributed OpenCL Runtime"(Accepted to) SAMOS XXI, Samos, Greece (or virtual) (July 4-8, 2021).
15. Jakub Zadnik, Markku Mäkitalo, Jussi Iho, Pekka Jääskeläinen: "Performance of Texture Compression Algorithms in Low-Latency 
Computer Vision Tasks" 9th European Workshop on Visual Information Processing, (EUVIP), Paris, France (virtual), (June 23-25, 2021).
16. Chamzas Dimitrios,Chamzas Constantinos, Moustakas Konstantinos :  “cMinMax: A Fast Algorithm to Find the Corners of an N-dimen-
sional Convex Polytope”, International Joint Conference on Computer Vision, Imaging and Computer Graphics Theory and Applications – 
GRAPP, 229-236, 2021.
17. S. Nousias, G. Arvanitis, A. S. Lalos and K. Moustakas, "Mesh Saliency Detection Using Convolutional Neural Networks," 2020 IEEE 
International Conference on Multimedia and Expo (ICME), 2020, pp. 1-6
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Presenting the project at the 
Development Forum Network 2020

Our project coordinator Dr. Aris Lalos 
delivered a presentation with title 
“Robustifying automated driving and 
smart manufacturing systems using 
Decentralized Secure and Cognitive 
CyberPhysical System of Systems” 
on the Development Forum Network 
2020 that took place on 23/11/2020.  

CYBERWATCHING.eu 

As part of the efforts made to further promote project 
results, engage and collaborate with other projects, 
CPSOSAWARE became a member of the CYBERWATCH-
ING.eu platform on April 2021.CYBERWATCHING.eu is 
the European observatory of research and innovation in 
the field of cybersecurity and privacy and we consider 
it essential that we joined this network of projects that 
can help us disseminate better the project outputs. 
CPSOSAWARE’s profile can be found under the link 
https://cyberwatching.eu/projects/2635/cpsosaware 

Heterogeneity 
Alliance

CPSOSAWARE is a member of the  Heterogeneity Alliance 
towards the joint effort  of  enhancing current technologies 
and tools  for heterogeneity included under the Alliance. 
For more info about the alliance please visit 
http://heterogeneityalliance.eu 

Video

A first video promoting our project has been produced and can 
be found under the link 
https://www.youtube.com/watch?v=OO2cMvu7DYc&t=4s
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