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1 The Project 

In the CPSoSaware project, we envision the Cyber-Physical System of Systems (CPSoS) as a living 

organism that behaves autonomically (without human intervention), is aware of its physical and 

cyber environment and reacts to it accordingly so that it constantly matches its intended purpose. 

CPSoSaware project aims at developing the models and software tools to describe a CPSoS in a 

holistic and abstract way and to allocate computational power/resources to the cyber-physical’s 

system’s end devices by determining and generating autonomously what cyber-physical processes 

will be handled by a device’s each heterogenous component (processor cores, Graphical 

Processing Units (GPUs), Field Programmable Gate Arrays (FPGA) fabric) and software components 

(software stacks). The solution will rely on Artificial Intelligence support in order to strengthen 

reliability, fault tolerance and security at system level but also will be able to lead to CPS designs 

that work in a decentralized way, collaboratively, in an equilibrium, by sharing tasks and data with 

minimal central intervention. Also, the CPSoSaware system will interact with the CPS/CPSoS human 

users/operators through extended reality modules (Augmented reality (AR) glasses, haptics 

interfaces) to increase human situational awareness but also to include human behaviour in the 

CPSoS design and operation phase (using human based reinforced learning of the CPSoSaware). 

CPSoSaware project offers a novel holistic sensitive approach to cyber-physical systems. 

Software is all around us – from smart grids to robotics and intelligent manufacturing. Cyber-

physical systems embed software into the physical world. The EU-funded CPSoSaware project is 

developing a holistic and innovative approach. For testing in the manufacturing industry and with 

semi-autonomous connected vehicles, the project has designed new models and software tools to 

allocate computational power/resources to the CPS end devices of the system.  

Cyber-physical Systems of Systems (CPSoS) are large complex systems where physical elements 

interact with and are controlled by a large number of distributed and networked computing 

elements and human users. Their increasingly stringent demands on reduction of emissions, 

efficient use of resources, high service and product quality levels and, of course low cost and 

competitiveness on the world market introduce big challenges related to the design operation 

continuum of dependable connected CPSs.  
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The CPSoSaware system is being evaluated:  

 in the automotive sector, in mixed traffic environments with semi-autonomous connected 

vehicles proactively passing the dynamic driving task back to the human driver, whenever 

system limits are approached, and  

 in the manufacturing industry we consider inspection and repair scenarios using collaborative 

robots passing the control tasks to the operator, in critical situations. The impact of such a 

holistic and innovative approach is huge and the foundations laid here are expected to result 

in a widespread adoption of CPSoS in a larger number of technology sectors. 

Present White Paper gives an overview of the project, the architecture and the novel components, 

as well as a presentation of the use cases. 
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2 CPSoSaware Architecture 

There are three main layers that consist the CPSoSaware Architecture: 

1. CPSoS System Layer 

2. CPS/CPHS Layer 

3. Simulation and Training Layer. 

The components of each layer are presented below. 

 

2.1 CPSoS System Layer  

This layer serves the modelling, configuration, redesign, evaluation, optimization, commission, 

communication, and orchestration of Cyber-Physical System/ Cyber-Physical & Human Systems 

(CPS/CPHS) in the Cyber-Physical System of Systems (CPSoS) of discourse. Included sub-blocks are: 

 Security Runtime Monitoring and Management (SRMM): This block contains components 

aimed at providing security awareness to CPSoSaware. By deploying anomaly detection and 

threat assessment mechanisms, it will provide information for mitigation strategies. 

 Cognitive System AI Engine (CSAIE): This block intends to add a layer of cognitive control over 

the system KPIs. It periodically collects and analyzes data from SRMM and Monitoring Engine 

(ME), and it provides input to the Modelling and Redesign Engine (MRE) regarding the 

collaborative decentralization strategy to be followed in the various CPSs. 

 Modelling and Redesign Engine (MRE): MRE incorporates system components that enable the 

modelling, optimization, and redesign of the CPSoS. It allows the definition of models and meta-

models considering system requirement KPIs. With the use of OpenCL, the MRE components 

manage the implementation of the CPSoSaware Model, Optimize, Design, Deploy (MODD) 

approach.  

 System Inter-Communication Layer (SICL): This layer undertakes the responsibility to deploy 

communication technologies between the CPSoS and the CPSs. 

 CPS Commissioning and CPS to System Inter-Communication Layer: This block is 

responsible for commissioning resources and strategies to the variety of participating CPSs. 
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2.2 CPS/CPHS Layer 

This block provides the mechanisms for the preparation and deployment of CPS/CPHS to 

programmable System on Chip (SoC) computing devices, such GPUs and FPGAs. It contains the 

following architectural sub-blocks: 

 OpenCL Description Execution (ODE): With the use of Portable Computing Language (PoCL) 

and its distributed extension PoCL-Remote, ODE manages the deployment of OpenCL 

configurations to FPGAs at the CPS and CPSoS level. 

 Distributed, Cognitive and Cooperative Intelligence (DCCI): This block provides a 

multitasking mechanism to be shared between CPSs without the involvement of the CPSoS 

System Layer after deployment. Thus, the participating CPSs will collectively present reliability 

and fault tolerance towards the fulfilment of system-wide objectives. 

 CPSoSaware Intra-CPS Communication Layer (CICL): CICL is aimed at establishing efficient 

and reliable communications between a) CPSs and their respective sensors, and b) CPSs with 

other CPSs in the system, in accordance with the DCCI objectives. 

 Extended reality tools and interfaces (XRT): This block will provide CPS users with 

appropriate interfaces and tools for high engagement, optimal experience, situational 

awareness, and reduced reaction times. 

 Monitoring Engine (ME): The CPS Monitoring Engine collects information regarding the status 

of CPSs in order to extract appropriate knowledge (e.g., features, decisions). The collected 

information includes input from involved humans and the cyber-physical environments of 

CPSs. 

 

2.3 Simulation and Training Layer  

In a nutshell, this layer serves and orchestrates the simulation of the various CPS/CPHS and their 

communications, generating training data required for effective optimizations. 
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3 Technology Pillars 

 

The CPSoSaware objectives are matched by the four CPSoSaware pillars: 

 Cognitive Artificial Intelligence (AI) pillar,  

 Model based Design and Computing Pillar,  

 Security pillar, 

 Extended reality (XR) pillar.  

 

These pillars are manifested in the CPSoS design phase and continue to appear in the CPSoS 

operation, commissioning and decommissioning phase thus, supporting the full CPSoS lifecycle.  

 

3.1 Artificial Intelligence  

This pillar considers multiple (heterogeneous) CP(H)S’s that cooperate in multiple tasks (multi-

device multi-tasking paradigm - MDMT) and provides scalable and distributed signal processing 

and learning (SPL) algorithms for the processing, and in-network fusion of heterogeneous data 

(e.g., GPS, Camera, Lidar as well as driver/user status related data) in order to tackle challenges 

related to: i) User State Monitoring, ii) Multimodal localization and scene analysis as well as iii) 

identification of abnormalities attributed to cyber failures or cyber-attacks. This mechanism also 
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provides a set of incentives that induces cooperation between CPSs, even when all of them are 

assumed to act selfish in their own interest (i.e., by relying on the property that CPSs return favors 

for each other. This pillar provides a highly intelligent, yet generic, execution environment tailor-

made for multiple CPSs where a CPS utility is quantified by all the other CPSs in the network. In 

addition, this utility also takes the network topology into account. The supported SPL 

functionalities are able to operate also in ad hoc networks and they can cope with the rapidly 

changing statistics of recorded signals/data and changes in the network topology. More 

importantly, they are able to infer information about the network topology and identify 

opportunities with the aim of improving a system wide performance. This will be achieved by 

defining a proper utility measure that can be computed in a distributed fashion, and that quantifies 

the ‘importance’ or ‘usefulness’ of each CPS with respect to the network/system-wide performance. 

The major tasks executed by this submodule for achieving autonomic operation, higher reliability, 

and redeployment-commissioning/decommissioning of CPSs, are the following: 

 Assignment of a local utility score to their neighbours (e.g., based on received data quality or 

their willingness to cooperate in a coalition).  

 Execution of distributed SPL and AI approaches, inspired by eigenvector centrality, to compute 

a network-wide utility score for each CPS, based on the local utility scores.  

 

3.2 Model-based design/computing  

The Model Based Design of the CPSoSaware project is responsible for the modelling of the CPSoS 

functionality using high level modelling languages and open access tools in order to describe 

discrete, continuous and hybrid time models of CPS and cross CPSs processes as well as 

orchestration procedures of the CPSoS. Our modelling methodology includes models that will 

capture the user behaviour and security functionality. The models will be used in order to produce 

an initial detailed description of the functional processing components of each CPS (including 

processes that can be executed concurrently or in specific order following a producer-consumer 

style). In this pillar, the CPSoSaware project will also deal with reliability and resilience issue, aiming 

to “harden” the HW/SW component libraries with fault tolerance and reliability techniques like in 
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tandem execution of Software operations with multiple cores executing the same OpenCL kernel 

simultaneously by controlling the level of redundancy at the thread level (a voting mechanism will 

ensure the correct operation) and the degree of instructions re-executed (replayed) in a lock-step 

fashion at the instruction level, and the frequency of memory scrubbing operation. Our reliability 

goals are to guaranty the real-time operation of the system in the presence of faults. Finally, the 

Model based design pillar encapsulates a simulation environment that provides the integration 

and orchestration framework for various, different simulation subcomponents that simulate 

specific areas of the CPSoS architecture. The CPSoSaware simulation and orchestration will be able 

to extract simulation data from all the subcomponents and will provide a data control and 

collection environment for CPSoS specific simulators (e.g., use-case 1: Connected semi-

autonomous car simulator provided by Panasonic Automotive/I2CAT and use case 2: Human-

Robot collaboration in manufacturing environment simulator provided by CRF). Concepts like 

hardware-in-the-loop simulation and analysis will be explored and the simulation outcomes will be 

used in order to finetune the model-based design approach employed in the project. 

 

3.3 Security 

The CPSoSaware pillar on Cybersecurity and Security by-Design/Trust is aimed at operating mostly 

proactively to detecting anomalies and cyber threats before they become an actual failure. Thus, 

in CPSoSaware solution we aim at a full-scale protection, horizontally and vertically, that involves 

detection, identification, response, and mitigation (before, during and after a cyberattack). The 

CPSoSaware pillar spans on both on the system layer and the CPS layer of the CPSoSaware 

architecture and includes components that are designed to be secure following the security-by-

design approach and are also collecting input to assess cybersecurity anomalies at run time. More 

specifically, the CPSs are security hardened to achieve a high security level and be infused with 

trust in their computation flow. Following this security-by-design approach we introduce in each 

CPS, appropriate security hardened agents/sensor that operate at runtime, collect security related 

events and sends them to the CPSoSaware Security Runtime Monitoring and Management (SRMM) 

for analysis in order to detect and respond to anomalies that may be related to cyberthreats. 
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Security ‘hardening’ starts from modelling of appropriate security functions (security/cryptography 

primitives e.g., Secure communication, message integrity, authenticity) and then mapping their 

functionality at specific hardware and software components within each CPS (following the 

optimization approach using the CPSoSaware modelling pillar). In this process, we apply secure 

design principles in the HW/SW security primitive components but also on any HW/SW component 

of the CPSoSaware modelling libraries that handles sensitive information (this knowledge is gained 

from the appropriate modelling of CPS functionality). Furthermore, the concept of security-by-

design has been infused throughout the CPSoSaware modelling approach so that the optimization 

process considers specific design rules that avoid the introduction of vulnerabilities (e.g., Code 

patterns that introduce buffer overflows or Return Oriented Programming attacks). Among the 

security requirements that will be included at design time there will be side channel resistance of 

the security HW/SW components in the CPSoSaware Modelling libraries. Design methodologies 

and best practice for achieving robustness from physical attacks will be put in place and the 

possibility of automatically apply them will be considered and integrated into the design flow when 

possible. The above designed components are used in the CPS layer and are meant to support the 

information collection for the CPSoSaware Security Runtime Monitoring and Management (SRMM) 

which constitutes the main security sentinel of the CPSoS at operation phase. SRMM spans 

vertically in the CPSoS architecture and includes the installed security monitoring agents in the CPS 

layer that log events happening during each CPS operation. The Local SRMM will potentially be able 

to perform lightweight data analytics in order to process events and extract/generate alerts when 

some possible abnormal behaviour is observed locally. The Area and Global SRMM tools that 

operate at the CPSoS system level (edge and cloud) will be able collect alerts from different CPSs’ 

agents and access the status of the CPSoS in terms of security (possible abnormal behaviours that 

indicate cyberthreats or actual cyber-attacks). It categorizes security issues according to their 

criticality level and may forward such information to the CPSoSaware system decision support 

system (CSAIE). 
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3.4 XR-based visualization and interaction techniques  

Information visualization is a research area that focuses on the design and development of new 

presentation approaches, visual layouts, visual interaction methods, data manipulation and 

transformation, and insight generation for information search, information exploration, and 

knowledge acquisition, for the purpose of performing various heterogeneous analysis tasks. 

Information visualization is strongly linked to human cognition-augmentation. It has the potential 

to leverage human visual perception capabilities for influencing high-level cognitive processes such 

as retrieval from long-term memory, reasoning, learning, and understanding. On the other hand, 

safety in training is important in decreasing significantly the risk of injury, virtual training through 

the use of state-of-the-art technologies, such as virtual, augmented or mixed reality (AR/VR/MR), 

offers a vast amount of possibilities to get safely trained (onsite or remotely) on handling a variety 

of tasks (troubleshooting, maintenance, etc.) in shared or collaborative working environments. The 

nature of VR technology provides a complete virtual environment/test-bed, avoiding all the 

possible existing hazards that may occur during a live hands-on demonstration in an industrial 

workplace, in real time. Moreover, it provides both trainers and trainees with a variety of tools (3D 

objects, effects) to enhance visualization thus understanding of complex, high level information, 

which may be difficult to achieve in hands-on educative courses.  Another important aspect is the 

data structure used for representing the virtual objects and information rendering for situational 

awareness.  The purpose of an AR application for situational awareness is to facilitate the user to 

be in charge of a current situation. Additionally, it enables the user to solve meaningful problems 

in a manner that is as natural as possible, while improving decision-making and performance in 

complex or dynamic environments. Using different augmented reality tools (e.g., AR Glasses, 

mobile devices and markerless tracking), the user can a) receive information streams regarding 

the task underway improving focus, b) receive personalized reminders regarding other parallel or 

scheduled tasks significantly improving response time, and c) receive notifications and visual aids 

regarding imminent dangers or accident-related factors. In the framework of the project, a set of 

Extended Reality (XR) lifelong learning tools and interfaces are implemented within three main 

components:  
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(i) A geometry processing toolkit that includes a set of mesh and point cloud processing techniques 

required for modeling the 3D environment.   

(ii)  A VR-based industrial training framework that includes also a semantic layer and focuses mainly 

on the needs of human-machine interaction for the manufacturing pillar.  

(iii) An AR–based CPHS user training toolkit customized for the automotive pillar to allow the 

evaluation of different interfaces.  

Specifically, the XR-based training framework helps operators adapt to changes in the environment 

and in the dynamic CPSoS, whether these may concern a new machine that is added to the system 

or some new task process. It utilizes models of the workplace environment equipped with 

functionalities (a semantic layer) to allow interaction with a human operator (worker) in virtual 

reality. It can be used to transfer knowledge from experience to novice workers by allowing first to 

build personal training plans of a job task in a virtual gamified environment, and then to get trained 

in the completion of the specific task by following the recorded steps. By capturing the user 

performance, the novice user can experience the tasks through the expert’s eyes, or return to his 

own previous performance in order to self-evaluate the learning process. This component is 

demonstrated in the manufacturing industry pillar through an inspection and repair scenario with 

a collaborative robot. The second component, the AR–based CPHS user training toolkit, is aimed 

at training a human operator in the use of new AR-based interfaces (human machine interfaces, 

HMIs), developed for increasing situational awareness and formal guidance, and assessing their 

utility and user acceptance. 
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4 Solutions 

4.1 Simulation tools orchestrator 

The CPSoSaware platform is equipped with a very intricate and elaborate network of simulators 

expanding in various domains, from ADAS/AV systems to Network Simulation tools. These 

components are interconnected under the CPSoSaware framework and communicate streams of 

data among one another, in order to provide useful data through realistic simulation scenarios. 

Bearing in mind that the configuration of a System of Systems incorporates the handling of both 

the synergy of the tools, as well as each one of them individually, it is logical to deduce that the 

orchestration process consists of two components: 

 The fusion of the simulators altogether 

 The configuration and initialization of each simulator as a whole 

The core components of the architecture are the simulation tools that are encapsulated in our 

design. As mentioned, the approach is based on controlling requests solely regarding the direct 

deployment of the simulation tools. 

 

4.2 Multimodal Scene analysis 

Multimodal scene analysis refers to the fusion of image and LIDAR based detectors to improve 

scene analysis. Two deep image-based detection network architectures, namely SqueezeDet and 

Resnet50ConvDet, were employed for the 

evaluation of the presented weight sharing 

approach. They are fully convolutional 

detection networks presented by Wu et al., 

consisting of a feature-extraction part that 

extracts high dimensional feature maps for the 

input image, and ConvDet, a convolutional 

layer to locate objects and predict their class. For the derivation of the final detection, the output 

is filtered based on a confidence index also extracted by the ConvDet layer. Furthermore, the two 

LIDAR based object detection schemes that will be considered, namely, PointPillars and PV-RCNN, 
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are briefly presented. The PointPillars network introduces the notion of a Pillar. Based on those 

Pillars, this network removes the need for 3D convolutions, which have been central to networks 

like VoxelNet and second, by utilizing striCatalinky 2D convolutions, thus, achieving both high 

precision and fast inference. The second object detector for point clouds that will be considered, 

is the recently proposed PV-RCNN. This system capitalizes on ideas from grid-based object 

detectors that transform the irregular point clouds into regular representations that can be 

processed efficiently by ordinary convolutional layers. A late fusion of both approaches takes 

place by projecting 3D information on the 2D plane and using non maximal suppression to 

derive fused bounding boxed and fused confidence scores. 

 

4.3 Compression and acceleration 

This solution focuses on more elaborate and high-performing MCA techniques that belong to 

weight sharing and study their impact on the performance of object detection for autonomous 

driving, based on both 2D and 3D detectors. MCA takes advantage of redundancy in convolution 

by employing a codebook to share weights in convolutional kernels. The proposed codebook 

structure for approximating the kernel sub-vectors, is described and discussed in comparison with 

the conventional codebook structure that appears in 

current literature. This discussion is also extended 

towards the gains that are achieved through a 

computational complexity analysis. Then, the 

proposed codebook design is approached as a 

Dictionary Learning (DL) problem, which actually 

treats the k-means-based conventional codebook design as a special case.  

Image modality case. In our experiment, we apply the rival techniques to the two detection 

models in a "full-model" acceleration scenario for the 2D case. It involves accelerating multiple (or 

all) convolutional layers of the original models and measuring the achieved performance of the 

accelerated networks. Comparatively speaking, the DL-based technique managed to generally 

outperform its rival in our experiments, as highlighted in the presented plots above. 
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LIDAR modality. The impact of the VQ and DL acceleration techniques on the performance of 

PointPillars and PV-RCNN summarizes the average precision (AP) for various acceleration ratios in 

the case of PointPillars. For each category (namely, car, cyclist, pedestrian), the three AP 

correspond to the three levels of difficulty (namely, easy, moderate and hard) that the evaluation 

dataset provides. It is observed, as expected, that the impact on performance is greater as the 

acceleration ratios are increased, a tendency also observed for other values of acceleration ratios 

that are not depicted here. 

 

 

4.4 Odometer solutions 

Simultaneous localization and mapping (SLAM) is a fundamental task for vehicle navigation in 

harsh and challenging environments (e.g. urban canyons, tunnels, underground parking, etc.), 

where the GPS sensor is highly unreliable. To do so, SLAM relies on either the camera or LIDAR 

sensor, in order to develop and make use of Visual (VO) or LIDAR Odometry (LO) solutions, 

respectively. In this solution we have integrated the CARLA autonomous driving simulator and 

deployed three state-of-the-art multi-modal odometry solutions, in order to evaluate their 

performance in realistic driving conditions: DSO, ORB-SLAM and Lego-LOAM. These approaches 

are discussed below: 
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 DSO is a VO method based on a novel, highly accurate sparse and direct structure and motion 

formulation. It exploits a probabilistic model (minimizing a photometric error) with consistent, 

joint optimization of all model parameters, including geometry-represented as inverse depth 

in a reference frame-and camera motion.  

 ORB-SLAM, is a feature-based monocular SLAM system that operates in real time, in small and 

large indoor and outdoor environments. The system is robust to severe motion clutter, allows 

wide baseline loop closing and relocalization, and includes fully automatic initialization. 

Building on excellent algorithms of recent years, a novel system that uses the same features 

for all SLAM tasks is designed: tracking, mapping, relocalization, and loop closing.  

 Lightweight and Ground-Optimized LOAM (LeGO-LOAM) is a LO solution for pose estimation in 

complex environments with variable terrain. LeGO-LOAM is lightweight, as real-time pose 

estimation and mapping can be achieved on an embedded system. Point cloud segmentation 

is performed to discard points that may represent unreliable features after ground separation. 

LeGO-LOAM is also ground-optimized, as a two-step optimization for pose estimation is 

introduced.  

 

4.5 Driver state monitoring  

Driver state monitoring or DSM refers to the estimation of the driver's state while driving, crucial 

for improving safety. DSM refers to the detection of driver’s drowsiness. DSM implementation 

utilizes a camera to capture the driver's face and then an algorithm is used to analyze the face in 

order to extract facial landmarks. Next, landmarks of eyes and mouth will be used to identify the 

driver's drowsiness. Face analysis takes place utilizing face identification and landmarks extraction.  

In this solution facial landmarks are used to localize and represent salient and meaningful regions 

of the face, such as the eyes, eyebrows, nose, mouth, jawline. The implemented DSM module 

captures frontal facial images of the driver to assess fatigue levels based on the activity of his/her 

eyes. The driver’s drowsiness is measured based on two metrics, the Eye Aspect Ratio (EAR) and 

the PERcentage of Eye CLOSure (PERCLOS). To obtain the facial landmarks, we use the dlib toolkit, 

which provides us with 68 facial landmarks characterizing various facial features. From those 68 
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points, 12 points correspond to the eyes (6 landmarks for each eye). We use these landmarks to 

calculate the ratio of the vertical and horizontal lines defined by the eclipse that is fitted to the eye. 

 

 

4.6 Cooperative awareness and localization 

Cooperative Localization and Tracking is a fundamental task for critical automotive applications. 

Vehicles have to know their exact locations in order to plan future driving actions, improve their 

safety, etc. At the same time, the challenging task of situational Cooperative Awareness, i.e., 

accurate knowledge of neighboring vehicles’ locations, is fundamental for improving autonomous 

driving performance in diverse traffic conditions. In this solution, two novel and distributed 

Cooperative Localization and Tracking algorithms have been formulated, based on least-squares 

minimization and the celebrated Extended Kalman Filter. They both aim to improve ego vehicle’s 

location estimation, as well as to estimate the position of its neighbors. For that purpose, ego 

vehicle forms a star like topology with its neighbors, and fuses three types of inter-vehicular 

measurements via the linear Graph Laplacian operator. An extensive experimental study has been 

conducted in CARLA simulator, highlighting proposed methods’ benefits. The proposed distributed 

approaches offer high positioning accuracy, outperforming other state-of-the art methods. 
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4.7 AR based situational awareness in automotive 

The purpose of an AR application for situational awareness is to facilitate the user to be in charge 

of a current situation, enable the user to solve meaningful problems in a manner that is as natural 

as possible, improve decision-making and performance in 

complex or dynamic environments, increase user’s 

productivity and reduce stress while improving user’s self-

esteem. Furthermore, assisted situational awareness acts 

as a safety countermeasure and reduces the possibility of 

accidents. This solution presents a methodology on obstacle 

detection, whereas visualization and communication 

aspects will be also analyzed. The main components of the 

methodology can be summarized in the next steps: 1) 

Extraction of saliency map, 2) Scene segmentation, 3) Static 

object recognition, 4) AR visualization, and 5) Calculation of occupancy factor. 

 

4.8 Cybersecurity solution: anomaly and threat detection and attack mitigation 

In the field of Cyber-Physical System of Systems (CPSoS), it is crucial to put in place cybersecurity 

defensive solutions that ensure the integrity and resilience of all CPSs. For the CPSoSaware project, 

the solution is the XL-SIEM, implemented in the SRMM module, for: monitoring the different 

devices, detecting anomalous behavior and threats, and executing mitigation actions. The XL-SIEM 

is a Security Information and Event Management (SIEM) system with high-performance correlation 

engine, able to raise alarms considering different events collected at different layers and execute 

actions to mitigate attacks. Due to CPSoSaware architecture and the possibility of some CPSs losing 

connection with the rest of the system, the XL-SIEM has been designed as a distributed SIEM, which 

is partially deployed inside different clusters of CPSs. This allows performing partial independent 

correlation when loss of communication occurs. In addition, the light parts of the SRMM distributed 

through the system allow performing a filtering process of the generated events that enhances the 

general performance of the system.  
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4.9 Situational awareness in manufacturing 

To ensure maximum results, the majority of industrial companies have already incorporated in 

their re-occurring training schedule, safety courses regarding the use and 

even the presence of workers around heavy operating machinery. Risk 

assessment, process control and machine safety educative services are now 

even outsourced to specialized external partners to achieve optimal 

performance. For instance, while onsite, hands on, safety training is important 

in decreasing significantly the risk of injury, virtual training through the use of state-of-the-art 

technologies, such as virtual, augmented or mixed reality (AR/VR/MR), offers a vast amount of 

possibilities to get safely trained (onsite or remotely) on handling a variety of tasks 

(troubleshooting, maintenance etc.) in shared or collaborative 

working environments. A threefold objective is considered in this 

solution: a) For the estimation of the working envelope of a 

robotic arm, the knowledge of the exact possible trajectories and 

movement of the robot is required, b) Warning generation based 

on pose estimation focuses on exploring computer vision and corresponding warnings and visual 

information for ergonomic assessment with the purpose of monitoring the operator and adapting 

the position of an assistive collaborative robot in order to improve the working environment for 

the human.  More specifically, class 1 consists of operators with height 

< 175 cm, in class 2 the operators’ height is between 175 and 185 cm, 

and finally in class 3 the operators are taller than 185 cm, c) Finally for 

the warning generation case given the proximity to the operator we 

developed an immersive AR system for increasing situational awareness 

during human-robot collaboration in manufacturing. Realistic 3D rendering is achieved thanks to 

Unity’s real-time 3D technology. The occupancy mapping is computed through the use of octrees 

for efficient data representation and storage, with high and adaptive sampling density capabilities. 

It is illustrated in the virtual environment (using Unity3D) through the use of helper cubes for a 

simplified implementation. 
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5 Use cases 

CPSoSaware’s two pilots have been assigned to related use cases (Automotive and Manufacturing) 

each one divided in separate scenarios to be used for evaluation and validation. 

5.1 Autonomous driving 

The autonomous Driving use case is focused on connected semi-autonomous vehicles, where trails 

focused on environmental modeling and cybersecurity are performed. The evaluation interfaces 

involve non-predictable failures that may involve the human driver and how this affects the 

operation continuum support of the CPSoSaware solution as well in enhancing 4-dimensional 

situational awareness enhancement and attack detection and mitigation. Sections 5.1.1 and 0 and 

the corresponding subsections discuss the test setups and expected output. 

 

5.1.1 Cybersecurity 

As part of the cybersecurity use case the 

plan is to demonstrate scenarios that 

evaluate the protection against malicious 

attacks. These attacks range from 

degrading the quality of sensor’s signal, 

robustness towards adversarial attacks 

and data de-synchronization. The modules 

involved in the cyber-attack detection and 

mitigation engine involve modalities 

tackling all the functionalities of automated driving ranging from sensor data collection to 

Environmental planning, Geo-localization, Planning, and actuators. The obstacles enclosed in the 

orange bubble consist of those which are involved in the demo trials. The cyberattack use-case 

simulates setups where an agent (hacker) triggers the execution of malicious software disturbing 

the scene understanding engine. The following figure illustrates the test protocol involved in the 

trial. As depicted on the left part of the image, the attack disturbs the scene understanding engine. 
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As a result, the output flow at the bottom of the scene presents the effect of adversarial attacks on 

the perception layer in case that CPSoSAWARE engine is not activated. 

 

The steps of the attack as well as the type of disturbances are summarized in the table below.  

Additionally, this table presents in more detail critical use-cases of cybersecurity attacks, its domain 

and the reaction capabilities expected and how they can be integrated at design time using the 

capabilities of CPSoSaware. 

Description of Sensor Attack Scenarios 

Camera Attack  Cyber-attack based on activating some malicious software which got installed during the 

software update process. Throughout this use-case the camera sensor could be attacked in a 

number of different ways, which could vary between adding noise lying on specific bands of 

the frequency spectrum/ introducing morphological deformations/ on the whole or parts of 

the image. 

Camera Attack  

(De Synch) 

Cyber-attack will be geared towards disturbing the association between the captured frames 

and the timestamp assigned to them. This will cause the failure of the perception engine, as all 

the architectural modules performing stochastic filtering on the scene observations will be 

affected by error. This use case should study the potential and the limitations of the cyber-

attack detection and mitigation engine in assessing and recovering the failures.  

Camera Attack Cyber Attack oriented towards signal distortion in the case that a malicious remote agent 

interferes with the test vehicle by knowing the IP of the processing unit and shares some 

erroneous data. More specifically, this use case will assume that the remote agent sends via 

V2X communication: time-zone/ daylight related data in order some sensor parameters (e.g: 

gain/exposure time) to be tuned accordingly.  



  Page | 23  

The automated functions, attacked through the Cyber Security Use Case of the Automated Trial, 

concern both object detection-obstacle avoidance and geo-localization. Autonomous driving 

systems for active safety not only require high recognition performance but also accurate analysis 

of the developing traffic situation. Sophisticated situational awareness requires precise estimation 

of the current and future positions of the interacting traffic agents (ITA) with respect to the moving 

vehicle as well as alerting the ITAs for possible collisions through messages communicated via V2V 

and V2P.  

 

5.1.2 Cooperative Cybersecurity Resilience 

Cooperative Cybersecurity Resilience Use Case is the last demonstrator of the Automotive Pillar. 

In this use case, the objective is to show the integration capacity between different Cyber-Physical 

Systems (CPS) and how they take advantage of the functionalities provided by other CPSs.  

This use case consists of 3 components:  

i) Hardware Security Token (HST) system, 

which guarantees authenticity of software 

components in the system; ii) System Inter-

Communication Layer (SICL), which provides 

the communication system between 

different CPS; and iii) Security Runtime 

Monitoring and Management (SRMM) 

system, which collects events from the other 

components, raises alarms when detects a 

threat or an attack, and executes mitigation actions. In this case, the SRMM makes use of the 

authentication capability of the HST and the communication capability of the SICL. For this 

demonstrator we assume that there exist two devices inside a vehicle that are vulnerable. The first 

one is a communication device that allows sending arbitrary messages through internal 

communication channel to any device inside the car. The second device allows upgrading its 

firmware with an unverified command received from the internal channel. The problem is that the 

first device trusts the messages verification to the other devices, while the second device considers 
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that the messages from the internal channel must be legitimate. This chain of vulnerabilities allows 

an attacker to upgrade the second device with arbitrary firmware. In this use case, we have 3 

scenarios, one per layer, where each scenario extends the previous one: 

 Scenario 1: Local non-authentic upgrade. Every firmware upgrade finish generating an 

informative log. This s recognised by the agent and sent to the Local SRMM as a security event. 

For each such security event, the Local SRMM yields an upgrade authentication process in the 

HST, which launches a new security event with the authentication result. If the upgrade is not 

authentic, the SRMM raises an alarm (local non-authentic upgrade alarm), which is forwarded to 

the Area SRMM via the SICL, and launches an authentic upgrade process, which installs the latest 

authentic version published by the manufacturer, mitigating the attack. This process finishes 

generating a new upgrade security event that is also authenticated by the HST, but it should 

now be authentic.   

 Scenario 2: Multiple area non-authentic upgrades. This second scenario extends the 

previous one, showing the point of view of the Area SRMM deployed on edge server. These 

receive events from sensors/agents in the area and alarms generated by upper and lower 

SRMMs (Global and Local SRMMs) to correlate more complex alarms. For this scenario, the Area 

SRMM collects the local non-authentic upgrade alarm, generated by Local SRMMs. Where it 

receives three of these alarms form different vehicles, it raises an area non-authentic upgrades 

alarm, which is forwarded to the Global SRMM via SICL. In addition, Area SRMM orders a 

mitigation action for each vehicle within the area, which is executed by the Local SRMMs. It 

consists of blocking communication between the source attack IPs and the target device. If the 

attack occurs again with a different source IP, it is automatically added to the blocked IP list for 

that kind of devices.  

 Scenario 3: Multiple global non-authentic upgrades. The last scenario extends the previous 

once again, showing the global vision of the SRMM. As in the previous scenario, the Global 

SRMM receives security events from its layer agents and alarms from lower SRMMs. But it does 

not send alarms to other SRMMs because it is in the top of the hierarchy. Based on its decisions, 

it orders the mitigation actions to be executed by the lower SRMMs. For this last scenario, the 

Global SRMM raises a global non-authentic upgrade alarm when it receives two area non-
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authentic upgrade alarms from different Area SRMMs. In this case, it launches two mitigation 

actions, the fist is short-term while the second intended to be definitive. The first action blocks 

all source IPs in each vehicle connected to the system, as in the previous scenario. The second 

action is to create an incident report, which is sent to affected manufacturers. When a 

manufacturer releases a new firmware, fixing one vulnerability, a global agent detects the 

update and sends a security event to the Global SRMM. Then, it raises a new low risk alarm, 

new update alarm, which orders all lower SRMMs that they must execute the upgrade, 

definitively resolving the vulnerability issue. 

 

5.1.3 Cooperative Awareness 

Through the co-operative Situational awareness Trial, CPSoSAware incorporates distributed multi 

modal fusion for odometry robustification and co-operative localization of the interacting traffic 

agents. The agents involved are located on board (e.g., sensors), the infrastructure, the mobility 

pillar (V2X) and the prior maps. Through this trial the four-dimensional situational awareness 

modules quantify the contribution of State-of-the-Art Perception and Localization technology on 

enhancing the level of safety metrics both in the digital twin environment and in real studies. Thus, 

CPSoSAware will perform twin demos investigating co-operative localization based on either static 

agents (real vehicle) and dynamic agents (digital twin): 

 Co-operative Awareness based on Static Agents. Satellite-based localization systems like 

RTK-GPS or DGPS seem to be an efficient solution, since they achieve centimeter-level accuracy 

out of the box. However, 

they lack reliability. 

Especially in urban areas, 

buildings that obstruct the 

line of sight between the 

vehicle and the satellites can 

decrease accuracy to several 

meters. CPSoSaware 

introduces an approach to 
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long-term 2D ego and ITA co-operative localization in urban environments that relies on 

landmarks extracted from 2.XD map data and V2X messages. Landmarks occur as parts of 

scene structuring elements such as lane-markings, park-markings, streetlamps, traffic signs, as 

bollards and tree trunks. These landmarks are ubiquitous in urban areas, long-term stable and 

invariant under seasonal and weather changes. Error! Reference source not found. illustrates 

the output of the cooperative awareness trial. Yellow line segments illustrate the occurrence of 

landmarks derived through the mapping/pre-training phase, while the blue line segments 

correspond to the landmarks acquired by the online sensor and landmark registration. 

 Co-operative Awareness based on Dynamic Agents. Autonomous driving Use Case concerns 

Co-operative awareness. Co-operative awareness is one 

of the key road safety services provided which improves 

safety of road vehicles, pedestrian and passengers by 

broadcasting messages to other vehicles. This way of 

communication can involve all types of connections to 

other traffic agents: V2I (Vehicle to Infrastructure), V2D 

(Vehicle to Device), V2H (Vehicle to Home), V2G (Vehicle to Grid), V2V (Vehicle to Vehicle), and 

V2P (Vehicle to Pedestrian). Exchanging messages between moving vehicles as well as between 

vehicles and road infrastructure helps each vehicle to understand its surrounding in a better 

way. Whether the vehicle is controlled by a human or being driven autonomously, the provided 

information from the cooperative Awareness infrastructure let them to perceive their 

surrounding in an advanced way. In this case the vehicle receives information even when the 

local and boarded sensors of the vehicle (e.g., camera, ultrasonic, LIDAR, etc) could not observe 

them. In this case, the environmental map of the ego 

vehicle surroundings can be provided with more 

elaborate information which helps the ego vehicle to act 

more precisely in dynamic environments with potentially 

hazardous situations. Thus, the road safety can be 

enhanced. We have 2 scenarios: a) Scenario 1: Co-

operative Situational Awareness. Vehicle A wants to 
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change its driving direction by turning right. At this time, Pedestrian P2 is crossing the road 

where Vehicle A is moving in. P2 can just be detected by Vehicle B and P1 is only seen by Vehicle 

A. Vehicle A and B should first estimate the motion of P1 and P2 and then inform each other by 

broadcasting the required information; b) Scenario 2: Co-operative Situational Awareness in traffic 

jam. Due to traffic (e.g., an accident, etc) a queue 

of vehicles has been formed in a one-way street. 

New vehicles such as Vehicle B does not have 

enough visibility to detect the event and avoid 

entering the street. In this case Vehicle A shall 

detect the event and broadcast the useful 

information to inform other agents (e.g., Vehicle B) about the event.  
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5.2 Manufacturing  

Manufacturing Use Case is based on a Human-Robot Collaboration (HRC) use case in the final 

assembly shop floor. More specifically, the reference use-case is the manual assembly, at the line 

side, of the sensors and the rear view mirror on the windshield, before a robot picks it up to glue 

it on the chassis. In the CRF use-case the manual assembly is performed directly on top of a Safe 

robot (PLd Cat3) while the windshield is hold by the robot. This type of interaction is classified as 

Collaborative according to ISO 10218 part 2 in SSM and SMS modes. The use-case is inspired from 

a line workstation, but CRF is implementing the Use-Case in a laboratory Pilot in which the main 

aspects of the application are reproduced.  

 

By the above approach, the robot becomes the working table of the operator, and it is possible to 

exploit the robot’s repositioning possibilities to improve the type of Human Robot Interaction. The 

CPSoSaware developments in this use-case are used to create a secure, resilient and robust 

network of sensors and systems around the human-robot application which improve the 

interaction and safety experience of the operator, while ensuring an operational continuum. 

The CPS systems are used for high level Human Machine Interaction in: 

 a training on the job application implemented on a mixed reality environment realized with 

Hololens glasses 

 recognition of Operator tiredness and dizziness state monitor safety improvement 

 dynamic anthropometric and ergonomics classification for: 

• advice generation of ergonomics warning 

• robot’s operating position adaptation according to the operator’s anthropometrics. 

 

The above features are obtained from a dynamic robust operator’s monitoring obtained from 

several cameras dynamically selected and used by the CPSoSaware system, together with the XR 

environment and the connection with robot. The operating scenario is based on a standard 

scenario described below and it is obtained by a standard layer granting safe and repetitive 

operations: 
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 ROBOT OPERATOR 

1 Picks up one windshield and goes to an interactive position for 
the visual check 

Performs other operations on the workcell 

2 Goes to the assembly position (defined by anthropometric 
adaptation) 

Goes to logistics containers 

3 
The robot is in a stationary safe stop position at the best 
operating height for the operator providing the counterforce to 
assembly operations in golden zone 

Picks up the first towel and sensor 

4 Performs the assembly 

5 Goes to logistics containers 

6 Cyclic repetition (to completed assembly number 4 to 6) 

7 Is released from the assembly phase 
Releases the robot and exits the interactive 
zone 

8 Goes to deposit glue and to assemble the windshield to the 
chassis 

Performs other operations on the workcell 

On top of the standard scenario, parallel threads are realized and obtained through a distributed 

set of cameras and other devices. The high-level scenarios are at the level of Human Robot 

Interaction not to hinder the safety layer of the robot, while ensuring performances, functionality 

and flexibility of the CPS system in the management of information fluxes at mid/high latency. 

 

The above figure gives a 3D representation of the workcell with the main actors involved in the 

system. Additional CPSoSaware cameras and systems are not depicted here. 
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Apart from the main scenario, additional scenarios are defined as: 

 Scenario 1: XR training on the job Scenario 

 Scenario 2: Operator State Monitoring Scenario 

 Scenario 3: Ergonomics dynamic analysis of wrong postures Scenario 

 Scenario 4: Robot Height positioning depending on anthropometrics Scenario  
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