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1. Executive Summary  

This report constitutes the final output of task T4.4 “CPSoS Simulation Tools and integration” and describes 
the architecture of simulation and training block, its functionality, implementation details and simulation 
scenarios. The SAT block functionality consists of two main functions: i) performing joint simulation, and ii) 
data storage for storing simulation data. In the deliverable D4.4 we reviewed co-simulation as a method 
for performing joint simulation but came to the conclusion that this methodology is too complex for our 
needs and proposed using data transformation to the CERBERO Interoperability Framework format (CIF) 
instead. We compared and contrasted several storage DB types and suggested that a relational database 
would be the best choice for the simulation data. We presented the design of the architecture of the 
simulation and training (SAT) block which is driven by requirements to its functionality. We described this 
architecture and how it relates to an Integration and Storage approach for integrating different and diverse 
simulators that use different modelling paradigms and languages, and how it supports the Simulation 
Workflow. We then described each of the components and interfaces including the orchestrator and data 
storage interfaces. This deliverable is an extended version of D4.4 and describes final implementation of 
SAT block that relates to the objective Ο4.2 “Implement CPSoSaware Simulation and Training block that 
constitutes the basic testing and training data extraction environment for the design and redesign 
procedures performed in the MRE System Layer component.” 

In order to ease the reading, we included both content of D4.4 (provided in grey color) as well as new sub-
sections related to SAT implementation and new features that are not mentioned in D4.4.  

1.1 Structure of Document 

This document is structured into six major sections: 

• Section 1 introduces the document, outlines its structure, and identifies terms and acronyms used 
across the document. 
• Section 2 provides the general introduction to the CPSoSaware simulation and training (SAT) block 
functionality and discuss state of the art co-simulation and data storage approaches that will be 
considered during design of SAT block. 
• Section 3 describes SAT block high-level architecture, data integration and storage approach 
considered during SAT block design and generic simulation workflow that utilizes different architecture 
elements. 
• Section 4 discusses main SAT block components including orchestrator, data storage and 
transformation services and different simulators that used in the project. 
• Section 5 describes SAT block interfaces. 
• Section  6 concludes the document. 

1.2 Related Documents and Tasks 

This document is the final result of Task 4.4 “CPSoS Simulation Tools and Integration”, that was performed 
during M6-M28 of the project. The previous deliverable of Task 4.4 is D4.4 “Preliminary Version of CPSoS 
Simulation Tools and Training Data Generation” that is part of the current document. The choice of tools 
and methodologies for simulation and integration is partially based on the output of Task 1.1 “SoA analysis, 
technological selection and benchmarking of best practices” that is described in D1.1 “Supportive, 
Motivating and Persuasive Approaches, Tools and Metrics”. Actual implementation of the simulation 
orchestrator represented in section 4.1 discussed in more details in the D2.2 “CPSoS orchestration 
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optimization tools”, so we skip additional details. Intra- and inter-communication simulation models 
developed as part of Task 2.2 “CPS Inter and Intra Communication Models” used by corresponding 
simulators discussed in section 4.3, 4.4 in connection with use-case specific simulators  discussed in section 
4.6 used to generate data required for Task 4.2 “CPSoSaware Networking for reliable communication and 
cooperation between CP(H)SoS”. Simulation models of HW and SW components provided as output of Task 
2.3 “CPS Models for HW & SW Components” used by HW and SW simulators discussed in section 4.5 in 
order to generate data required to perform HW-SW partitioning optimization in the Task 4.1. Moreover, 
properties of HW and SW components estimated during these simulations and included in the models of 
these components and to the library of the HW & SW components will be provided as output of Task 3.6 
“Development of HW-SW Library with reliable Components” in the deliverable D3.6 “Library of SW and HW 
components”. Furthermore, data generated by different simulators will be re-used in other tasks of WP3 
“Model based CP(H)S Layer Design and Development supporting Distributed Assisted, Augmented and 
Autonomous Intelligence” in order to perform training and testing of different AI algorithms that will be 
developed as part of this WP. Further effort related to integration activities will be reported as output of 
Task 5.2 “Integration, Cross-level Optimizations for CPSoS Maintenance and CPSoS lifecycle Design 
Operation Continuum”. 

1.3 Definitions and Acronyms  

The following list includes the most relevant acronyms and recurring definitions used in the document: 

Acronym / Term Definition 
ACID Atomic, Consistent, Isolated, Durable 
ADAS Advanced driver-assistance systems 
AV Autonomous Vehicle 
CAM Cooperative Awareness Messaging 
CERBERO Cross-layer modEl-based fRamework for multi-oBjective dEsign of 

Reconfigurable systems in unceRtain hybRid envirOnments.  Horizon 
2020 EU RIA project, grant agreement No. 732105  

CIF CERBERO Interoperability Framework (CIF) 
CPHSoS Cyber-Physical-Human System of Systems 
CPS Cyber-Physical System 
CPSoS Cyber-Physical System of Systems 
CS Co-Simulation 
DB Database 
DBMS Database Management System 
ETSI European Telecommunications Standards Institute 
FMI Functional Mock-Up Interface 
FMU Functional Mock-Up Unit 
FMI Functional Mock-Up Interface 
FMU Functional Mock-Up Unit 
FPGA Field Programmable Gate Array 
GNSS Global Navigation Satellite System 
GPS Global Positioning System 
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GPU Graphics Processing Unit 
GUI Graphical User Interface 
IMU Inertial Measurement Units 
JSON Javascript Object Notation 
LiDAR Laser Imaging, Detection and Ranging 
ME Model Exchange 
OEM Original Equipment Manufacturer 
RADAR Radio Detection and Ranging 
RAM Read-only Memory 
RDBMS Relational Database Management System 
RGB Red, Green, Blue 
ROS Robot Operating System 
SAT Simulation and Training 
SQL Structured Query Language 
TCP Transmission Control Protocol 
V2X Vehicle to X where X is one of several possible conversation partners 
XML eXtended Markup Language 
YAML Yet another Markup Language 
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2 Introduction and state of the art 

Driven by the project requirements one can identify two key functions that should be performed by 
SAT block: SAT block should be capable to perform joint simulation across different and diverse simulators 
and store simulation data in a way that will allow querying the data and obtaining a consistent dataset, that 
will be used in order to train ML algorithms. Thus, design of SAT block architecture starts from reviewing of 
the state-of-the-art approaches that are used to perform joint simulation and storage DB types that can be 
utilized to store simulation data. 

2.1 Co-simulation methods and tools 

It is challenging to develop CPSoSs, which are hybrid systems made up of loosely-coupled subsystems 
from different domains that operate together with a common purpose. The co-simulation methodology is 
to model each of the subsystems in a separate simulator. The main idea is that each subsystem has its own 
set of tools for which are specialized for the subsystem’s domain. These may include programming 
languages, user interfaces, workflows, and more, which are well-established for modeling these subsystems. 
The modeling can then be done for each subsystem on its own, without concern for the coupled problem. 

The simulators are then coupled together into a joint simulation, where each subsystem is run as a 
black box. The co-simulation is responsible for starting, stopping, and coordinating all of the simulators, as 
well as providing a mechanism for them to communicate and read each other’s state.  

2.1.1 Methods 

Each subsystem can be represented digitally as a model. The model represents a dynamical system which 
relates to a set of physical laws, and a control system of some kind. There are domain specific tools to 
develop the models for each subsystem. The models can be executed and can communicate using standard 
interfaces. The standard supported by the most tools, is the Functional Mock-up Interface, described in the 
next section. 

2.1.2 Functional Mock-up Interface (FMI) 

The most common standard interface for computer simulations is known as Functional Mock-up Interface 
(FMI) (https://fmi-standard.org/). FMI is an open standard whose goal is to support the exchange of models 
(Model Exchange or ME) as well as the exchange of model data (Co-Simulation or CS) using a standard 
format. MEs and CSs are the two types of Functional Mock-up Units (FMU). 

ME units represent the dynamic systems as sets of differential equations. These are imported into a tool in 
one batch, and connects the FMU to a numerical solver, which sets and computes the internal state and 
step size. Figure 1 shows the output flow of FMUs. 

On the other hand, CS units each have their own solver. When they are imported, the tool sends requests 
to the FMU to step forward a given time, and then reads the output. 

The tools discussed in section 3.1.3 below all support FMI, either version 1.0 or version 2.0. 

  

https://fmi-standard.org/
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Figure 1 FMUs exchanging data. The output (y) of one simulator becomes the input (u) of another. 

2.1.3 Tools 

The FMI standards organization provides a list of tools that support the FMI standard for import and export 
of FMUs. This includes both version 1.0 and version 2.0 of the standard, as well as ME and CS FMUs. The 
list can be found here: https://fmi-standard.org/tools/. 

2.1.3.1 IBM Engineering Systems Design Rational Rhapsody 

IBM Engineering Systems Design Rational Rhapsody (https://www.ibm.com/products/systems-design-
rhapsody) is a family of products for modelling and systems design that supports FMI version 1.0. It is a 
commercial system that includes collaborative design and testing using several modelling languages such 
as SysML. 

2.1.3.2 INTO-CPS 

The Integrated Toolchain for Cyber-Physical Systems (INTO-CPS) (https://into-cps-
association.readthedocs.io/en/latest/tools.html) is an open-source collection of tools developed to aid in 
the development of CPSs. Included are desktop and cloud applications for configuring and orchestrating 
co-simulation scenarios, Modelio, “a combined UML/BPMN modeler supporting a wide range of models 
and diagrams.” Maestro (https://github.com/INTO-CPS-Association/maestro), the co-simulation 
framework of INTO-CPS supports FMUs conforming to both version 1.0 and version 2.0 of the FMI standard. 

2.1.4 Summary 

The main benefit of co-simulation is the support of common, standard interfaces for simulating models of 
dynamical systems. The most represented standard for co-simulation is FMI. Unfortunately, several of the 
modelling tools used by the CPSoSaware project do not support this standard. Given the heterogeneity and 
diversity of the simulators, building additional components in order to support FMI would be cumbersome 
and not efficient. Therefore, the use of co-simulation methods would be too complex and inefficient as the 
simulators are too different and work in different scales. Thus, the use of a data transformation approach 
instead of co-simulation approach appears to be the best to adopt. To do this we utilize the concept of 
CERBERO Interoperability Framework (CIF) that allows to connect different tools using semantic data 
transformation. 

2.2 Storage DB types 

Data can be stored persistently in a database management system (DBMS). These systems allow for the 
creation, retrieval, update and deletion of data by different computers in the system. There are many types 

https://fmi-standard.org/tools/
https://www.ibm.com/products/systems-design-rhapsody
https://www.ibm.com/products/systems-design-rhapsody
https://into-cps-association.readthedocs.io/en/latest/tools.html
https://into-cps-association.readthedocs.io/en/latest/tools.html
https://github.com/INTO-CPS-Association/maestro
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of DBMSs, with different advantages and disadvantages. This rest of this section is divided into subsections, 
of which the first five each describe a different class of DBMS, its strengths and weaknesses, with one or 
two examples. The final subsection summarizes the state of the art. 

2.2.1 Relational databases 

Relational database management systems (RDBMS) represent data in the form of tables consisting of rows 
and columns, which is called the relational model. Each table represents a collection of similar entities, with 
each row representing a single entity and each column representing an attribute of those entities. Each 
row in each table represents a data record and is represented by a unique key. Data from the tables can be 
combined, filtered, joined and otherwise manipulated using relational operators. This rigid structure is 
suitable for structured data that can be described by a separate database schema. 

The strengths of RDBMSs include: 

1. Support for complex queries using SQL which is standard across vendors and versions, 
2. Support for high performance indexed queries, where the index can be on any column, 
3. Support for normal forms for consistency, 
4. Support for ACID transactions. 

The weaknesses of RDBMSs include: 

1. Heavy resource consumption, 
2. The relational model can be restricting, 
3. Inserts and updates can be slow, 
4. Not all data fits the relational model. 

While RDBMSs have been around since the 1970’s, they are still widely used and actively developed. There 
are many popular implementations of RDBMSs which are constantly seeing improved performance and 
new features. Some popular implementations: 

1. Oracle, 
2. IBM DB2, 
3. MySQL, 
4. Microsoft SQL Server. 

2.2.2 Key-value stores 

Key-value stores represent data as associative arrays. Each record consists of a key and a value. The key is 
usually an integer or something that can be easily mapped to an integer using a hashing function, while the 
value can be any type. In fact, the types of the values can be simple such as strings, compound collections, 
and need not be the same from record to record. Often the database is not divided into tables, although it 
can be. Associative arrays are also known as dictionaries, maps, or hashtables, and are suitable for 
unstructured data, with no set schema. 

The strengths of key-value stores are: 

1. Database records need not conform to strict schema, 
2. Rapid retrieval of single records, 
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3. Very memory efficient. 

The weaknesses of key-value stores are: 

1. Poor support for complex queries, 
2. Poor support for transactions, 
3. Some implementations store in RAM only, 
4. No standard query method. 

The recent trend of NoSQL databases has caused a upsurge in usage as well as number of implementations 
of key-value stores. In particular, large, distributed cloud and edge applications often find a use for one or 
more key-value store implementations. Some of the more popular implementations include: 

1. Redis, 
2. Memcached, 
3. Berkeley DB, 
4. CouchDB. 

2.2.3 Document databases 

Document databases represent data in the form of documents. The documents stored in document 
databases are generally semi-structured. This means that they have a schema, but it is part of the document, 
in such forms as XML tags or JSON keys. This allows for more complicated queries than key-value stores, 
while allowing for some information to be represented that is not constrained by a predetermined schema. 
These documents are often in specific formats that support including schema information such as XML, 
JSON, or proprietary formats. Document databases have recently become popular as part of the NoSQL 
trend. 

The strengths of document databases include: 

1. Documents are not separated into tables, which fits better with object-oriented programming 
where one object may be stored in several tables, 

2. Documents do not have to fit a standard schema, which allows for additional information to be 
managed without upfront planning and design, 

3. Documents can be stored in a format that is easily generated and parsed such as XML, YAML, or 
JSON. 

The weaknesses of document databases include: 

1. Does not have as high performance as relational databases for highly structured data, 
2. Has higher memory requirements than key-value stores. 

Document databases have become much more popular as cloud and mobile computing have introduced a 
much more heterogeneous deployment architecture to many applications. Furthermore, they often take 
advantage of newer technologies, data formats, and other modern features that are difficult to implement 
in key-value stores and RDBMSs. Some popular implementations of document databases include: 

1. MongoDB, 
2. Elasticsearch, 



Final Version of CPSoS Simulation Tools and Training Data Generation 

 

15 

3. CouchDB, 
4. Cloudant. 

2.2.4 Graph databases 

Graph databases treat the relationship between different data to be of primary interest. Each datum is 
represented as a node in a graph structure, with arcs representing a relationship between nodes. The 
underlying storage mechanism is usually one of a key-value store, a document database, or even an RDBMS.  

There are many types of data that can represented as graphs. For example, social network data, which 
connects individuals who have a relationship of interest, or consumption graphs, which connect consumers 
with products and payments. 

The strengths of graph databases include: 

1. Relations between data points are explicit, in the form of arcs, 
2. Support for graph queries and analysis such as whether two nodes are connected or the shortest 

path,  
3. Very good performance and scalability, 
4. Some support for standardized query language such as GraphQL, Gremlin or SPARQL. 

The weaknesses of graph databases include: 

1. Not useful for data that is not network-like, 
2. No single standard for query language, 
3. Not good for bulk operations on many data points with one query. 

For some specific applications noted above, graph databases are quite useful. Some popular graph 
databases include: 

1. SAP Hana, 
2. Oracle Property Graph, 
3. Amazon Neptune, 
4. Neo4j. 

2.2.5 Object databases 

Object databases are designed to support persistence of for applications built using object-oriented 
development. The main motivation is what is known as the object-relational impedance mismatch, where 
the application programming environment represents data as objects in source code, which is difficult to 
manage using the relational model. Object databases emerged in the 1980’s as this problem became 
apparent. 

The strengths of object database include: 

1. Objects can often be retrieved without explicit queries, by following pointers from other objects, 
2. Object storage can be more efficient since the data model of the application matches the database. 

This is especially so for complex object structures, 
3. They often support ACID transactions. 
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The weaknesses of object database include: 

1. There is no standard query language, 
2. There is no support for complex queries. 

Recently, several open source object databases have emerged, renewing the popularity of this paradigm. 
Some popular object databases include: 

1. Intersystems Caché 
2. Actian 
3. Db4o 
4. ObjectStore. 

 

2.2.6 Summary of Storage DB types 

Each of the storage types discussed above has its advantages and disadvantages. Depending on the nature 
of the storage requirements and the applications using it, a different type may prove to be the most 
applicable. RDBMSs are suitable for most general-purpose data storage with heterogeneous applications 
and many complex queries, especially when the data is highly structured. Key-value stores are a low 
overhead and low memory usage option for simple store and retrieve applications. Document storage 
databases are a more flexible solution than RDBMSs when the data structure is less rigid, although they are 
not as strong on complex queries. Graph databases work especially well when the relations between data 
points are of primary interest. Object databases provide high performance with minimal code for object-
oriented development. Therefore, the relational database type appears to be the best choice. 
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3 Simulation and Training Block Architecture  

3.1 Architecture overview  

The design of the architecture of the simulation and training (SAT) block is driven by requirements to its 
functionality. In particular the SAT block should: 

• Provide integration and orchestration of different and diverse simulators in an extendable manner. 
That is, the architecture concept should allow connecting new simulators to the SAT in a plug-and-
play manner, without any changes to the SAT itself. 

• Provide data uniform storage of the simulation data that allows the generation of training/learning 
data sets for CPSoSaware AI components. The generation process should allow spanning data 
produced by different simulators and/or during different simulations into a single data record.   

Following these requirements, CPSoSaware developed an extendable architecture of SAT block, presented 
in Figure 2. 

 

 

Figure 2: SAT block architecture. 

According to this architecture, the SAT block consists of Storage, Orchestration, and Integration Services. 
Various simulators should implement an Integration agent that allows the establishment of a connection 
between simulator and aforementioned services. SAT block provides 3 different interfaces: 

• Control interface allows to orchestrator to control simulation process. Different simulators have 
different abilities to control the simulation, so the implementation of this interface should be based 
on the following principles: first, the orchestration block should implement the most advanced 
version of the interface that includes all possible commands that could be supported by at least 
one of the connected simulators and be required for the joint simulation and data generation 
scenarios driven by CPSoSaware use-cases. Second, Individual integration agents should 
implement only a subset of the advanced interface supported by the respective simulator. Thus, 
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the design of the advanced control interface will be performed in the iterative manner, driven by 
properties of the simulators that should be connected to SAT block. Once a simulator is connected 
to the SAT block its integration agent should expose the control features supported by the 
simulator. Such behavior allows the checking of the feasibility of orchestration scenarios and does 
not issue commands that are not supported by the particular simulator. Detailed design of the 
control interface is related to the CPSoSaware orchestration methodology that will be developed 
in Task 2.5. 

• Schema interface allows the simulators to describe requirements of input and output data formats, 
required and optional data properties and correct types of their values. Once the simulator is 
connected to the SAT blocks its integration agent should send a schema for all data that the 
corresponding simulator should exchange with SAT block. Schema files are files in JSON formats 
that will be described in Section 5. Schema interface is required to enable uniform storage and data 
integration approach that will be discussed in Section 3.2. 

• Data interface is a set of endpoints that allows sending the data from the simulator to the SAT block 
and from SAT block to the individual simulators. As previously described, all data formats should 
satisfy corresponding schemas. Initial description of data interface will be provided in Section 5. 

SAT block consists of Orchestrator and Data Storage and Transformation services. Initial design of 
Orchestrator tool will be described in Section 4.1 and initial design of Data Storage and Transformation 
services will be described in Section 4.2. Different simulators that will be used in the CPSoSaware project 
and can be connected to SAT block discussed in Sections 4.3, 4.4, 4.5  4.6. 

3.2 Integration and Storage approach 

Integration of the different and diverse simulators is traditionally a complex engineering problem. It is 
characterized by several issues such as the usage of different modelling paradigms or languages and 
requires extreme effort to create and maintain the necessary integration infrastructure. This is particularly 
true in the CPS environment where you need to combine heterogeneous components suitable for the 
different aspects of the CPS. These motivations lead the designer to look for semantic integration of tools, 
and ontology-based integration is particularly suitable to the case. 

The term “ontology” derives from ancient Greek “onto”, which means “being” and logos, which means, 
“discourse”. Ontology -- or roughly the "science of stuff" and how it is represented -- used to be a rather 
obscure branch of philosophy. It still is in some cases, but it is also an important and growing area of 
computer science and the web of things (WoT). Ontology has also assumed other relevant meanings, such 
as: 

 “A formal shared and explicit representation of a domain concept.” 

or: 

“A method for formally representing knowledge as a set of concepts within a domain, using a shared 
vocabulary to denote the types, properties and interrelationships of those concepts.” 

or: 

“A formal way to describe taxonomies and classification networks, essentially defining the structure of 
knowledge for various domains.” 
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Ontology-based data integration involves the use of ontology(s) to effectively combine data or information 
from multiple heterogeneous sources. Maintaining an ontology design facilitates keeping track of the terms 
and ensures integration efforts quickly get up to speed. 

CPSoSaware consortium retains the idea that model-2-model transformation would not necessarily be the 
main mean of communication between tools (also, the feasibility of having fully automated model to model 
transformations from the system of system level down to the hardware is unlikely). Instead, each tool will 
manage its own model(s), and the intermediate representation will be used to exchange “cross-layers” and 
“cross-models” information between tools.  

The intermediate format is, therefore, necessary to achieve the mediation between the application's class 
model conceptualization and the common domain ontology conceptualization since objects in the original 
format cannot be handled directly in the framework. Thus, CPSoSaware follows the Resource Description 
Framework (RDF)-like meta-model underlying common ontology. In particular CPSoSaware utilizes 
intermediate format that original developed in IBM for the semantic middleware (SEMI), and then re-used 
as intermediate format for the CERBERO Integration framework (CIF). This format based on the two-layered 
model structure [20] that separates instances, properties and aggregations (lower level) from classes 
(upper level) (see Figure 3). 
 

 
Figure 3: Two-Layered model 

Each instance in this model represents a thing that possesses one or more properties within corresponding 
namespaces. The property itself possess a value that can be either simple (integer, float, string, etc.) or 
object (another instance). Aggregations are special instances that serve to represent one-to-many relations 
between instances, so each aggregation can “contain” several instances. An example of instance-level CIF 
model is presented on Figure 4. 
 

 
Figure 4: Example of model in the intermediate format 
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Classes are implemented using the classification-by-property paradigm [20]. That is, any instance that 
possesses some predefined set of properties becomes an instance of the corresponding class. This 
predefined set of properties denoted as a class definition. The set of class definitions related to the specific 
namespace form ontology. 

Ontology helps with revealing meaning and relations of each property from the whole graph by referring 
to a property by its name. All properties relevant to the model are present in the ontology. Ontologies can 
be either simplified (i.e. system model features only a subset of all properties of the real system), or full 
ontology where all properties in the system model are presented in the ontology. To enable interoperability 
between different tools and preserve the integrity of holistic model mappings between ontologies are 
provided. These mappings expressed through equivalence rules between classes and define relations 
between instances, classes and properties coming from different namespaces. As a result, data storage 
contains a single model combined from different viewpoints provided by different tools. 

3.3 Simulation workflow  

In this section we discuss generic simulation workflows where different components of simulation and 
training block are involved.  

A simulation workflow starts from the preparation of the simulation script and configuration data. The 
simulation script is passed to the orchestrator in order to define the orchestrator workflow which defines 
the type, number and order of simulation components/nodes that will be executed during simulation 
process.  Configuration data stored by data storage and transformation service according to corresponding 
schemas and should be provided before the simulation. In order to invoke the simulation process, the user 
provides the name of the simulation script and identification of the configuration data. 

The simulation process starts from preparation of all simulation components. When a component is ready, 
the integration agent of the component checks if all input and output data schemas are already registered 
by data storage and transformation service and performs the registration as necessary. In order to 
distinguish data produced by a single simulation across several different simulators / simulation nodes 
integration agents, the orchestrator and data storage services support the simulation id property. The 
simulation id allows distinguishing the data produced by one simulation script run from other runs. When 
the orchestrator launches a new simulation, it requests a new simulation id from the data storage service. 
When the orchestrator invokes simulation in the one of available simulation nodes it sends the current 
simulation id to the integration agent of this node and the integration agent sends simulation id together 
with all data produced during the simulation run. Data storage and transformation service also stores a 
reference to the simulation script that invoked run of the simulation with specific id. 

If during the simulation process output data produced by one simulation node should be transformed to 
the input data of another simulation node, then corresponding transformation rules should be prepared 
before the simulation. These transformation rules should be written using equivalence rules syntax 
discussed in section 5.2.5. Written rules submitted to the ontology alignment block of the data storage and 
transformation service allow to perform data transformation in background. Once the output simulation 
data are passed and stored in the data storage service this data could be retrieved in a different format as 
input to other simulation nodes. All work required to transform the data from one representation format 
to another is performed by the data transformation service and is transparent to the end user. 
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All data that produced during the simulation workflow is stored by data storage and transformation service 
and can be queried/modified or deleted by the end user using API discussed un the section 5.2.4. 

 

 

 

 



Final Version of CPSoS Simulation Tools and Training Data Generation 

 

22 

4 Simulation and Training Block Components 

4.1 Orchestration tool 

4.1.1 Orchestrator architecture 

As presented in Section 3.1, CPSoSAware incorporates simulators from various domain introducing 
significant heterogeneity in various aspects. Therefore, the integration and orchestration of these diverse 
simulating environments that will form the end – to – end CPSoSaware platform introduces significant 
challenges. 

These challenges are to be tackled by the orchestrator, one of the core components of the SAT architecture 
that is responsible to apply the continuous integration / continuous deployment (CI/CD) principles of 
automatically building and integrating changes as they are committed. In a nutshell, the orchestrator will 
be responsible to pick up the latest requirements’ definitions and simulators’ configurations and trigger the 
execution of the simulations. The simulations could consist by several simulators integrated through well-
defined interfaces. Each simulator may produce outcomes to be consumed from another simulator 
executed sequentially.  

Orchestration in the context of CPSoSaware, is based on Jenkins1, an open source & free software that 
implements an automation server. It helps automate the parts of software development related to building, 
testing, and deploying, facilitating continuous integration and continuous delivery. It is a server-based 
system that runs in servlet containers such as Apache Tomcat and it supports several version control tools 
(e.g. CVS2, Subversion3, Git4, Mercurial5, etc.) and can execute various build tools commands as well as 
arbitrary shell scripts and Windows batch commands. 

 

 

1 https://www.jenkins.io/ 
2 https://www.nongnu.org/cvs/ 
3 https://subversion.apache.org/ 
4 https://git-scm.com/ 
5 https://www.mercurial-scm.org/ 
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Figure 5: CPSoSaware CI/CD workflow 

The workflow that will be adopted by the CPSoSaware project is presented in Figure 5. This workflow is 
designed based on Jenkins Pipelines6 and there will be configured with a source code management (SCM) 
polling trigger.  

The SCM system adopted by the CPSoSaware is Git. Git is a distributed version-control system for tracking 
changes in any set of files, originally designed for coordinating work among programmers cooperating on 
source code during software development. Its design goals include speed, data integrity, and support for 
distributed, non-linear workflows (thousands of parallel branches running on different systems). 

Jenkins Pipeline is a suite of plugins which supports implementing and integrating continuous delivery 
pipelines into Jenkins. A continuous delivery (CD) pipeline is an automated expression of your process for 
getting software from version control right through to the users. Every change to the software (committed 
in source control) goes through a complex process on its way to being released. This process involves 
building the software in a reliable and repeatable manner, as well as progressing the built software (called 
a "build") through multiple stages of testing and deployment. Pipeline provides an extensible set of tools 
for modeling simple-to-complex delivery pipelines "as code" via the Pipeline domain-specific language (DSL) 
syntax. The definition of a Jenkins Pipeline is written into a text file (called a Jenkinsfile) which in turn can 
be committed to a project’s source control repository. This is the foundation of "Pipeline-as-code"; treating 
the CD pipeline a part of the application to be versioned and reviewed like any other code. 

As already imposed, all the involved components in the CPSoSaware platform will be version controlled and 
stored in Git Repositories. These components will be: 

 

 

6 https://www.jenkins.io/doc/book/pipeline/ 



Final Version of CPSoS Simulation Tools and Training Data Generation 

 

24 

• Functional/non-Functional requirements 
• Simulation suite code 
• Components configurations (raspberry, FPGA, etc.) 
• Components codes: 

o Bitstreams codes 
o Service codes  
o Scripts 

• Test automation scripts: The testing scripts will verify that the configurations are applied/deployed 
successfully in the components and there is communication between them. 

Also, a binary repository manager (also known as artifactory) will be configured to store 3rd party libraries 
and/or the outcome of the build process. This repository will store binaries such as: 

• Customized OS images 
• FPGA bitstreams 
• Simulation suite binaries   

Workflow 

The workflow setup as described will be applied in both the integration/simulation and the deployment 
phases of the project as well. The workflow execution is distinguished in 4 discrete stages as presented in 
Table 1. 

1. Main Workflow 

As already mentioned, the workflow will be 
triggered by SCM polling. When a commit is 
performed on Functional/non-Functional 
requirements repository then the workflow will be 
triggered. The first stage will be executed, which 
responsible for collecting the latest requirements. 
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2. Simulation Stage 

Since the execution of the first stage completes the 
flow continuous to the 2nd stage. A trigger (e.g. http 
request) will be sent to launch the simulations. At 
this phase, a process will wait for all parallel 
simulations to finish and sequentially process the 
results. Processing the results regards the analysis 
on whether the applied configuration of the 
simulation met the functional/non – functional 
requirements. 

 

 

3. Configuration Stage 

By the completion of 2nd stage, the 3rd stage is 
triggered. This stage is a subject of the Continuous 
Deployment part of the workflow. At this phase the 
configuration for the nodes is available and the 
deployment is started.  

Stage 3 is a subject of the Continuous Deployment 
part of the workflow. The insights of this stage is 
not sub 
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4. Test Stage 

The last stage execution is triggered by the end of 
third stage where the test automation scripts will 
be executed to verify that environment is working, 
and the nodes operate as expected. 

Stage 4 is a subject of the Continuous Deployment 
part of the workflow. The insights of this stage is 
not sub 

 

 

Table 1 CI/CD workflow stages 

4.1.2 Orchestration GUI 

Given the fact that main purpose of the Orchestration tool is to trigger the configuration and execution of 
scenarios, a Graphical User Interface (GUI) was developed to allow to the end user easily perform the 
aforementioned operations. The actual parts of the interface that are available for user interaction include: 

• User choice for the Simulation Tool 
• User choice for the configuration parameters 
• Buttons to handle the simulation process 

In order to improve user experience, a number of add-ons were developed. One of them was the creation 
of a help button, that would guide the user as of the correct way to make use of the Orchestrator tool. In 
addition, in the spirit of monitoring the individual execution events, a window that displays the running 
time of the simulation was also considered. All of the forementioned features were combined in the first 
version of the Orchestrator UI, as shown in Figure 3: 
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Figure 6: First draft of GUI 

  

Concerning the choice of Simulation Tool and its corresponding parameters, a number of standard UI 
methods were considered: 

• The Radiobutton method (Fig. 13) 
• The Drop-Down menu (DDM) method (Fig. 14) 

Eventually, the DDM method was adopted for both aesthetic and practical reasons. 

 

 

Figure 7: Radio button menu 
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Figure 8: Drop Down Menu 

 

4.2 Data storage and transformation services  

4.2.1 Architecture 

Initial architecture of data storage and transformation service shown on Figure 6. This architecture is based 
on CERBERO interoperability framework architecture and introduces several external and internal APIs that 
will be discussed in Section 5.2  and also several functional and storage blocks.  

 

Figure 9: Architecture of data storage and transformation service 

The architecture includes 4 logical blocks: 

• Instance base block corresponds to the lower layer of two-layered model discussed in the Section 
3.2. This block consists of data storage, storage-dependent instance base representation and 
instance base API that will be discussed in Section 5.2.1. Based on discussion provided in Section 
2.2 CPSoSaware is considering MySQL database as data storage. Storage dependent 
implementation translates queries to the instance base API to SQL requests to the database. 
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Another function of the storage-dependent implementation is to maintain MySQL database 
schema including tables, indexes, and keys. In particular this allows to create new tables each time 
when new class definition received by upper-level class definition API. 

• Class base block corresponds to the upper layer of the two-layered model. discussed in the Section 
3.2. This block consists of class definition storage and two internal APIs: class definition API that 
will be discussed in Section 5.2.2 and class base API that serve for the internal purposes. Class 
definition storage does not have special requirements for the large data storage and operational 
performance and then class definitions stored as JSON files in the service block local file system. 

• Data interfaces block builds on top of class base. This block consists of two APIs. Data definition API 
extends class definition API with data specific featured and will be discussed in section 5.2.3. Data 
API allows to store and query simulation data and will be discussed in section 5.2.4. 

• Ontology alignment block is required to perform data transformation from one representation to 
another. This transformation is based on equivalence rules that define relations between different 
classes. Equivalence rules syntax and API will be discussed in the section 5.2.5. User defined 
equivalence rules parsed and checked by parser block and applied to the class base layer by the 
enforcement module. Parsed rules are stored in the rules database that similarly to the class 
definitions database do not have special requirements for the large data storage and operational 
performance and then stored in the local file system in the machine-readable representation. 

Data storage and transformation services plays important role in the SAT block, supporting control interface 
and providing schema and data interfaces.     

4.2.2 Implementation 

The final implementation of data storage and transformation block followed the initial architecture 
described in Figure 6. The implementation uses MySQL database to store simulation data and Cloudant 
NoSQL database to store class and rules definitions.  The implementation available in two different versions: 

1. Hosted at IBM cloud. This version available for CPSoSaware partners at 
https://cpsosawareeu.draco.res.ibm.com/CPSoSaware-SAT/integration/1.0.0/ui/. For security 
reasons in order to access data storage and transformation API partners should provide IP address 
or range of IP addresses from which API would be accessed to IBM team and obtain username and 
password. The access to provided Ips will be granted during 2-3 working days. Once access granted 
data storage and transformation service will be available to specified range of IP addresses via API 
specified in section 5.2 without any additional requirements. 

2. Web application container available for CPSoSaware partners to be hosted on their premises. The 
container includes all components of data storage and transformation service without data storage, 
class definition and rules databases. In order to deploy data storage and transformation service on 
partner premises MySQL and Cloudant databases should be installed first. In this case installation 
process should be performed by following installation instruction. The sample instructions 
provided for minikube on MS Windows platform. For other platforms it should be adjusted w.r.t 
OS and shell requirements. 

1) Install and configure a Cloudant Database (Getting started | IBM Cloud Docs). Keep track of 
username and apikey. 

2) Install minikube and Docker (minikube start | minikube (k8s.io), Get Docker | Docker 
Documentation ). 

3) Install and configure a MySQL Database Server (the sql-service).  

https://cpsosawareeu.draco.res.ibm.com/CPSoSaware-SAT/integration/1.0.0/ui/
https://cloud.ibm.com/docs/Cloudant?topic=Cloudant-getting-started-with-cloudant
https://minikube.sigs.k8s.io/docs/start/
https://docs.docker.com/get-docker/
https://docs.docker.com/get-docker/
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4) Create a database named ‘mysql’ and associated user. If you don’t have these, create them now. 
Please ensure your database name is 'mysql. Keep track of username, password, host, port.  

5) Create a directory for this task. 
6) Create a yaml secret file containing all the dependencies details in the following format: 

apiVersion: v1 
kind: Secret 
metadata: 
    name: sql-secret 
    type: Opaque 
    data: 
        username: #username for sql service 
        password: #password for sql service 
        host: #sql service host 
        port: #sql service port 
        usernamecloudant: #username for cloudant 
        apikey: #api key for cloudant 

7) Save following Authorization Yaml file in the task directory. 
apiVersion: rbac.authorization.k8s.io/v1 
metadata: 
  namespace: default 
  name: testadmin 
rules: 
- apiGroups: ["*"] 
  resources: ["*"] 
  verbs: ["*"] 
--- 
kind: RoleBinding 
apiVersion: rbac.authorization.k8s.io/v1 
metadata: 
  name: testadminbinding 
  namespace: default 
subjects: 
- kind: ServiceAccount 
  name: default 
  apiGroup: "" 
roleRef: 
  kind: Role 
  name: testadmin 
  apiGroup: "" 
 

8) In the shell run the following commands:  
 
a) minikube start 
b) minikube docker-env 
c) minikube docker-env | Invoke-Expression 

(eval `minikube docker-env` in Mac/Linux) 
d) docker pull roibengigi/cpsosaware:data-app 
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e) docker tag roibengigi/cpsosaware:data-app data-app:1 
f) for creating the secret, run the command “kubectl apply -f  {your secret-directory}” 
g) kubectl apply -f {your Authorization Yaml file directory} 

(Please notice that this command allows the access of service-components in your minikube 
cluster to any other components of the cluster, especially your secrets) 

h) kubectl run data-app --image=data-app:1 --port=8080 
i) kubectl expose pods/data-app --type=NodePort --port=8080 --name=data-app-service --

target-port=5000 
j) minikube service data-app-service  
k) copy the {IP:port} supplied by minikube from column ‘URL’ at the second table (that 

describes the tunnel details). See Figure 7 
 

 

Figure 10: Example of URL provided by minikube 

 
l) access to the API should be available by the following address 

 https://{IP:port supplied by minikube}/CPSoSaware-SAT/integration/1.0.0/ui/#!. 
Please notice to connect through ‘https’ protocol, and not ‘http’, as the API will not be loaded. 
 In the example notation:  
https://127.0.0.1:59911/CPSoSaware-SAT/integration/1.0.0/ui/#! 
 
 

9) Now the API should be working. You can test it using the default username: “aa”, and password 
“aa”: 
a) Enter your username and password in the authentication method to get a valid API Key as 

shown on  .  Copy it, without the apostrophes. 
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b) Open the ‘get’ method window under namespaces operations. On the right you will find a red 
Exclamation mark, click on it and insert the api key from last stage in the relevant place. 
Choosing ‘Authorize’ will unlock the API so you can use it now.  

Figure 11: Authentication API example. 
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4.2.3 ROS connection 

Several CPSoSaware simulator (see Sections 4.4.3 and  4.6.1 below) using ROS to send messages required 
during joint simulations. In order to store data produced during these simulations CPSoSaware developed 
ROS connector to data storage and transformation services. ROS connector represented by ROS subscriber 
node. To enable message storage class and schema definitions should be created for each ROS topic. These 
definitions represent internal format of ROS messages that are published in the corresponding topic. ROS 
connector holds the information on correspondence between class and schema from one hand and ROS 
topic from other hand. This allows to ROS connector transform ROS messages into the calls of data API that 
represented in Section 5.2.4. ROS connector implemented in python programming language that make it 
compatible with simulation environments used in the project 

 

 

Figure 12: Example of authorization via web API 
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4.3 Intra Communication Simulator 

The NS-3 Simulator 

A very common practice for network designers to evaluate network performance before deploying in a 
real-life deployment, is to use network simulators. A well-accepted network simulation for the research 
community, capable of carrying out large scale network simulation, with excellent performance is NS-378910 . 
NS-3 is a Discrete-Event simulator (DE) which is an open, extensible network simulation platform, dominant 
in the research community. NS-3 provides models for simulate network-related use case scenarios, in 
respect to different wireless communication technologies. 

NS -3 is built using C++ and Python with scripting capability. The ns library is wrapped by Python based on 
the pybindgen library which delegates the parsing of the ns C++ headers to castxml and pygccxml to 
automatically generate the corresponding C++ binding glue. These automatically generated C++ files are 
finally compiled into the ns Python module to allow users to interact with the C++ ns models and core 
through Python scripts. The ns simulator features an integrated attribute-based system to manage default 
and per-instance values for simulation parameters. 

The general process of creating an NS-3 based simulation can be divided into several steps: 

1. Topology definition: To ease the creation of basic facilities and define their interrelationships, ns-3 
has a system of containers and helpers that facilitates this process. 

2. Model development: Models are added to simulation (for example, UDP, IPv4, point-to-point 
devices and links, applications); most of the time this is done using helpers. 

3. Node and link configuration: models set their default values (for example, the size of packets sent 
by an application or MTU of a point-to-point link); most of the time this is done using the attribute 
system. 

4. Execution: Simulation facilities generate events, data requested by the user is logged. 
5. Performance analysis: After the simulation is finished and data is available as a time-stamped event 

trace. This data can then be statistically analyzed with statistical tools (e.g. R, Matlab, python libs, 
etc.) to draw conclusions. 

6. Graphical Visualization: Raw or processed data collected in a simulation can be graphed using tools 
like Gnuplot, matplotlib or XGRAPH. 

 

 

7 https://www.nsnam.org/ 
8 Jha, Rakesh Kumar, and Pooja Kharga. "A comparative performance analysis of routing protocols in MANET using 
NS3 simulator." International Journal of Computer Network and Information Security 7.4 (2015): 62-68. 
9 Mai, Yefa, Yuxia Bai, and Nan Wang. "Performance comparison and evaluation of the routing protocols for MANETs 
using NS3." (2017). 
10 Amina, Bengag, and Elboukhari Mohamed. "Performance evaluation of VANETs routing protocols using SUMO and 
NS3." 2018 IEEE 5th International Congress on Information Science and Technology (CiSt). IEEE, 2018. 
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Figure 13: NS-3 Basic Simulation Model 

In NS-3 the basic computing device abstraction is called, Node. Node representing a class that provides 
methods for managing the representations of computing devices in simulations, with added functionality. 

As shown, in Figure 10, each node contains one or more sub-modules, to represent different applications, 
protocol stacks and communication technologies. Finally, in order to accomplish inter-node communication 
inside the simulation environment, simulation designer must define Channels.  

Following a bottom-up approach, at the bottom level of a NS-3 Node, the actual network interfaces are 
setup (which can be more than one), namely NetDevice. NetDevices can be realized as the unix “eth0” for 
example. Just as in a real computer, a Node may be connected to more than one Channel via multiple 
NetDevices. In NS-3 the net device abstraction covers both the software driver and the simulated hardware. 
A net device is “installed” in a Node in order to enable the Node to communicate with other Nodes in the 
simulation via Channels. NetDevices allow simulation designed to setup models for simulating different 
PHY-related models as well as MAC-related Models. Specialized versions of the NetDevice are 
PointToPointNetDevice, WifiNetDevice. 

The basic abstraction for the communication between nodes inside the simulation is the Channel. NS-3 
provides multiple specialized versions of Channel, that is PointToPointChannel  and WifiChannel. Channels 
in NS-3 represents a basic communication interface, which provides methods for managing communication 
subnetwork objects and connecting nodes each other. Channels allow simulation designers to setup models 
for simulating different propagation models that affecting end-to-end delays and packet loss. 

Finally, NS-3 provides helpers for simplify the process of the creation of a simulation using the Topology 
Helpers. A simple process for setup, configure and run a simulation in NS-3, contain the following the 
process: 

1. Firstly, the nodes that will participate in the simulation must be created. For that purpose, the 
NodeContainer helper is needed, used to install and configure simulation Nodes. The 
NodeContainer topology helper provides a convenient way to create, manage and access any Node 
objects that is created in order to run a simulation. 
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2. Then a channel is created that will be used for the communication between the simulation nodes. 
A simple Helper that can be used is PointToPointHelper, which creates a point-to-point channel 
between simulation nodes. 

3. The next thing, that must be configured is the net devices that will be installed in the node of the 
simulation. The NetDeviceContainer, with help from the PointToPointHelper will install the NIC on 
the nodes and establish the connection between the nodes with a PointToPointChannel. 

4. Finally, the internet stack is installed on the net devices of the nodes, using the InternetStackHelper, 
using giving IP/TCP capabilities to the nodes. 

On top of the simulation nodes that are created, it’s time to install the application that will generate the 
traffic for the simulation. 

Finally, in order to run the simulation, the start and the end of the simulation in seconds must be defined. 

The NS-3 Benefits 

One of the fundamental goals in the ns–3 design was to improve the realism of the models, i.e., to make 
the models closer in implementation to the actual software implementations that they represent. Different 
simulation tools have taken different approaches to modelling, including the use of modelling-specific 
languages and code generation tools, and the use of component-based programming paradigms. While 
high-level modelling languages and simulation-specific programming paradigms have certain advantages, 
modelling actual implementations is not typically one of their strengths. In the authors’ experience, the 
higher level of abstraction can cause simulation results to diverge too much from experimental results, and 
therefore an emphasis was placed on realism. The ns–3 Network Simulator programming language in part 
because it better facilitated the inclusion of C-based implementation code. ns–3 also is architected similar 
to Linux computers, with internal interfaces (network to device driver) and application interfaces (sockets) 
that map well to how computers are built today. NS–3 also emphasizes emulation capabilities that allow 
NS–3 to be used on testbeds and with real devices and applications, again with the goal of reducing the 
possible discontinuities when moving from simulation to experiment. 

Another benefit of realism is reuse. ns–3 is not purely a new simulator but a synthesis of several 
predecessor tools, including ns–2 itself (random number generators, selected wireless and error models, 
routing protocols), the Georgia Tech Network Simulator (GTNetS)[393], and the YANS simulator[271]. The 
software that automates the construction of network routing tables for static topologies was ported from 
the quagga routing suite. ns–3 also prioritizes the use of standard input and output file formats so that 
external tools (such as packet trace analyzers) can be used. Users are also able to link external libraries such 
as the GNU Scientific Library or IT++.  

A third emphasis has been on ease of debugging and better alignment with current languages. 
Architecturally, the chosen design was to emphasize purely C++-based models for performance and ease 
of debugging, and to provide a Python-based scripting API that allows ns–3 to be integrated with other 
Python-based environments or programming models. Users of ns–3 are free to write their simulations as 
either C++ main() programs or Python programs. ns–3’s low-level API is oriented towards the power-user, 
but more accessible “helper” APIs are overlaid on top of the low-level API.  
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THE NS-3 in CPSoSaware 

In the context of the CPSoSaware, NS-3 will be adapted to run as a Software as a Service in order to facilitate 
the integration with the CPSoSaware platform. External software interfaces will be responsible to feed NS-
3 with new configurations and trigger simulation experiments. Additionally, a mechanism for extracting and 
processing the simulation traces will be also designed. This mechanism aims to support the post – analysis 
of the simulation results and the decisions on whether the network configuration meets the application 
functional and non – functional requirements. The internals of this design and implementation are not 
subject of this deliverable and are described in more detail in D4.2. An overview of this architecture is 
depicted on Figure 11. 

 

Figure 14: NS-3 in CPSoSaware 

4.4 Inter – Communication Simulator 

This inter-communication simulator of the CPSoSaware project is composed by OMNeT++ framework with 
Artery and SUMO (Figure 12). OMNeT++ computes the transmission of the V2X messages using IEEE 
802.11p, taking into account propagation losses, interferences and noise. SUMO defines the layout 
scenario with lanes, roads and buildings, and the movement of vehicles. The output of this dual simulator 
is multiple: i) it directly provides simple statistics, ii) it stores information about the transmitted and 
received messages in csv log files, that later can be used to compute more elaborate statistics, and iii) any 
time that a message is sent or received by specific vehicles, the simulator publishes in ROS this information, 
which is delivered to other processes/simulators/databases that are subscribed to the correspondent 
topics.  

If the number of vehicles to simulate is large, the simulation executed with OMNeT++ takes a lot of time, 
and it is not possible to run the simulation in real time. In order to solve this problem, we have developed 
an application that converts the information stored in the csv log files into ROS messages. In this way, it is 
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possible to firstly run the simulation in OMNeT++, generate the csv log files and then share this data in real 
time with other applications. 

 

Figure 15: High level architecture of the inter-communication simulator. 

This chapter deals with the required information to install and execute these two simulators and link them 
to ROS. 

4.4.1 SUMO 

4.4.1.1 SUMO Installation  

SUMO (Simulation of Urban MObility) simulator is available for Windows, Linux, and macOS. The installation 
needed to work with SUMO is only the binary installation, as we are not modifying the simulator. All the 
documentation about the installation could be found in [https://sumo.dlr.de/docs/Installing/index.html].  

Windows installation 

There are four different binary packages for Windows depending on the platform (32 vs 64 bit). And if you 
want to install it locally or if you need a portable version. Every package contains the binaries with the 
examples, tools, and documentation.  

● Download 64 bit installer: sumo-win64-1.12.0.msi 
● Download 64 bit zip: sumo-win64-1.12.0.zip 
● Download 32 bit installer: sumo-win32-1.12.0.msi 
● Download 32 bit zip: sumo-win32-1.12.0.zip 

Linux installation 

https://sumo.dlr.de/docs/Installing/index.html
http://prdownloads.sourceforge.net/sumo/sumo-win64-1.12.0.msi?download
http://prdownloads.sourceforge.net/sumo/sumo-win64-1.12.0.msi?download
http://prdownloads.sourceforge.net/sumo/sumo-win64-1.12.0.zip?download
http://prdownloads.sourceforge.net/sumo/sumo-win64-1.12.0.zip?download
http://prdownloads.sourceforge.net/sumo/sumo-win32-1.12.0.msi?download
http://prdownloads.sourceforge.net/sumo/sumo-win32-1.12.0.msi?download
http://prdownloads.sourceforge.net/sumo/sumo-win32-1.12.0.zip?download
http://prdownloads.sourceforge.net/sumo/sumo-win32-1.12.0.zip?download
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If you run Debian or ubuntu, SUMO is part of the regular distribution and can be installed like this:  

$ sudo apt-get install sumo sumo-tools sumo-doc 

if you need a more up-to-date ubuntu version, it may be found in a separate ppa, which is added with these 
commands:  

$ sudo add-apt-repository ppa:sumo/stable 

$ sudo apt-get update 

and then again: 

$ sudo apt-get install sumo sumo-tools sumo-doc 

macOS installation 

SUMO can be easily installed on macOS by using Homebrew. If you did not have Homebrew already 
installed, you can do so by invoking the following command in a Terminal:  

$ /bin/bash -c "$(curl -fsSL 
https://raw.githubusercontent.com/Homebrew/install/master/install.sh)" 

Please make sure your Homebrew installation is up-to-date:  

$ brew update 

If you want to use tools like sumo-gui and netedit, you need to install XQartz as a requirement:  

$ brew install –cask xquartz 

Then you can install the latest version of SUMO with:  

$ brew tap dlr-ts/sumo 

$ brew install sumo 

In CPSoSAware project the operating system used has been Linux, therefore the following explanation is 
done with Linux commands. 

4.4.1.1.1.1 SUMO-GUI launch scenario 

With SUMO, you can launch a simulation in different ways. SUMO allows you to run the simulations without 
a user interface, where the simulation runs without a graphic interface and reports the results in the 
terminal. Or it can run simulations with a user interface, where you can observe the behaviour of the 
vehicles, the routes they are taking, and more simulation parameters, such as the number of vehicles 
running in the simulation among other things.  

To check if the vehicles are behaving expectedly, we use the sumo-gui tool, where the simulation is 
launched with a user interface. To launch a simulation with sumo-gui you need to execute the following 
command in the terminal:  

$ sumo-gui <file.sumocfg>  

where file.sumocfg is the configuration file of the simulation.  

https://raw.githubusercontent.com/Homebrew/install/master/install.sh
https://raw.githubusercontent.com/Homebrew/install/master/install.sh
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With sumo-gui you can change and manipulate the appearance of the scenario in different ways. For 
customizing the simulation one can make changes, for example to the background colouring, streets, and 
vehicle appearances as well as the visualization of points of interest. All the changes performed to configure 
the view mode of the simulation can be saved in an XML file, which can be specified to be launched in the 
configuration file of the simulation.  

Launch scenario Town05 

The scenario Towns05 has been chosen for its compatibility with CARLA simulator. This map aims to have 
a co-simulation of SUMO and CARLA. Where SUMO is the traffic controller and CARLA is a 3D visualizer with 
the sensor information of the vehicles. 

In order to configure and check if the SUMO simulator is working as expected, we can launch the scenario 
with only SUMO. To do so, we will need to type the following command:  

$ sumo-gui Town05.sumocfg  

Town05.sumocfg is located in the directory sumo-scenarios/junction2ped2veh/scenario05.  

Once the simulation is running, we can observe how the vehicles are behaving. Having our vehicles of 
interest in red colour and the pedestrians in blue as we can see in Figure 12.  

 

Figure 16: scenario Town05 running. 
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Launch scenario Town05 with CARLA 

The scenario Town05 can be launched in a co-simulation with CARLA simulator. SUMO simulates the routes 
and behaviour of the vehicles moving around the simulation, and with CARLA we can have a 3D 
representation, as well as the information gathered from the vehicle's sensors. The versions we are using 
are CARLA 0.9.13 and SUMO v1_11. 

To launch the simulation with both simulators we need to set up the CARLA simulator. First of all, start the 
simulator. There are different ways of starting the simulation, depending on the installation method chosen. 
In the package installation method to start CARLA, you need to run this command in the ${CARLA_ROOT}/ 
directory:  

$ ./CarlaUE4.sh 

Once CARLA is started, we need to change the map that is running with the Town05 map. In order to do so, 
we need to use the PythonAPI of CARLA and execute the following command in 
${CARLA_ROOT}/PythonAPI/util: 

$ ./config.py –map Town05 

Once the command was launched the map will change to the one corresponding to Town05, as we can see 
in Figure 14: 

  

Figure 17: CARLA view of map Town05. 

After loading the map, CARLA simulator is ready to start the co-simulation with SUMO. The next step is: to 
launch this co-simulation with the tools provided by CARLA in the ${CARLA_ROOT}/Co-Simulation/Sumo 
directory. In this directory, we need to execute the following command:  

$ python3 run_synchronitzation.py <path to Town05.sumocfg> –sumo-gui  

The option –sumo-gui is used to open the GUI of SUMO to observe the simulation in SUMO and CARLA at 
the same time. We can observe that the vehicles simulated in the SUMO scenario are running in the CARLA 
scenario as well, as we can see in Figure 15: 



Final Version of CPSoS Simulation Tools and Training Data Generation 

 

42 

 

Figure 18: CARLA and SUMO co-simulation. 

Launch scenario Eixample 

The scenario Eixample is a realistic scenario that took some streets from the Eixample of Barcelona, 
concretely the junction between Aragó and Passeig de Gràcia streets. The objective of this scenario is to 
recreate collisions in it and record these events. For these reasons, to launch this scenario, you need to 
launch a python script that executes the simulation and records all the desired information in a csv format.  

The command to launch the script is the following one:  

$ python3 test_traci.py 

The script test_traci.py is located in the folder sumo_tools/ and uses other scripts which generate random 
routes and maintain the same number of vehicles running in the simulation.  

Once the simulation is done, the results are stored in a csv file in the same directory $ sumo_tools/, and 
the record of all the collisions that occurred during the simulation is stored in 
$ sumo_tools/scenario/collisions.xml with an XML format.  

The example scenario runs 200 vehicles in the simulation where collisions occur between them. An image 
of the scenario running is shown in Figure 16, where a collision appears on the right side of the image (there 
is a collision between a red car and a yellow one).  
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Figure 19: Suma simulation of the Eixample scenario. 

4.4.1.2 Preparation of scenario 

Netedit 

The SUMO simulator has many features implemented that allow us to create and customize a lot of 
different scenarios. The main tool to create these scenarios is Netedit, which is a visual network editor that 
can be used to create networks from scratch or to modify existing ones. An example of the interface is 
shown in Figure 17. 

 

Figure 20: Sumo-gui interface of scenario Eixample. 
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Here, we can observe that there are so many different options to modify the networks, such as creating 
highways or intersections, adding traffic lights or modifying the direction of the vehicles on each road. Also, 
we can personalize the traffic of the scenario by adding “Demand elements”, where we can select which 
type of vehicle we want (car, motorcycle, bike, truck, bus, …), and define a premade route for the vehicle 
to follow. The same applies to pedestrians, which can walk on sidewalks and pedestrian crossings. 

Another advantage of Netedit is that it can generate all the files needed to run a SUMO simulation: a 
network file that defines all the elements of the networks, such as roads, intersections, crossings, or traffic 
lights (with a “.net.xml” extension); a file with all the trajectories and types of vehicles of the map (with a 
“.rou.xml” extension); and last, a configuration file which collects the previous once and other optional 
parameters in order to run the SUMO simulation on the sumo-gui application (with a “.sumocfg” extension). 

TraCi 

The SUMO “Traffic Control Interface”, TraCi, allows us to retrieve values of the ongoing simulation and 
manipulate them in real-time. It does not have an interface like Netedit, but it has a large number of 
commands to modify all the aspects of a simulation. The general structure of Traci is mainly organized as 
“Value retrieval” and “State Changing”, both related to the following topics: 

● Traffic Objects, such as pedestrians, vehicles, and their types and routes. 
● Detectors and Outputs like induction loops, area detectors, multi-entry-exit detectors, and 

calibrators. 
● Network, related to the junctions, edges, and lanes. 
● Infrastructure, covering traffic lights, bus stops, parking areas, overhead wires, and the rerouter. 
● Misc, related to the simulation and visualization and other points of interest or polygons of the 

simulations. 

These TraCi commands can be executed from a Python script and it has allowed us to personalize the 
scenarios and extract a lot of information from the simulation. 

"Eixample" scenario 

The main objective of this scenario is to simulate vehicle collisions in a realistic environment and be able to 
extract information about them. To create it, first, we need to define which scenario we want, so we plan 
to recreate some streets of Barcelona, in particular, the intersection between “Passeig de Gràcia” and 
“Carrer Aragò”, and some surrounding streets, as shown in Figure 18. 
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Figure 21: Map view of Aragó with Passeig de Gràcia streets. 

Export scenario with OpenStreetMaps 

As we introduced before, we can create the whole scenario manually on Netedit, but since we know the 
location of those routes, SUMO can make use of some tools to help us, such as OpenStreetMaps.  

OpenStreetMaps is a free editable map of the whole world that creates and provides free geographic data 
such as street maps. So, it is a really useful data source for traffic simulations.  

OpenStreetMaps provides us with the data, but we need to convert it into a SUMO network file. To do it 
we need to use OSMWebWizard, which is a tool implemented by SUMO and can be run by executing the 
following command in the tools directory of our SUMO installation root: 

$ python osmWebWizard.py 

Once the script is running, a web browser will open with a similar appearance to Google Maps, where we 
can freely move around the world and select an area of interest that will be exported as a network file, as 
shown in Figure 19. 
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Figure 22: OpenStreetMap tool.  

In this browser, we can select which area we want to cover, which type of vehicles we want to simulate and 
how many of them, and which type of roads we want to implement (for cars, bikes, or public transport). In 
our case, we only selected the network for the vehicles so we can implement the routes of the vehicles 
ourselves. 

Modify/Correct Scenario 

Once we obtain the network file for our scenario, we can open it on the Netedit application to check that 
all the connections between roads and intersections are correct, and modify some parts if needed. The 
scenario extracted from OpenStreetMaps is shown in Figure 20. 
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Figure 23: View of Example scenario in netedit  

An advantage of importing the network from OSM is that all the points of the scenario are geolocalized 
with their latitude and longitude coordinates. But once we launched the application, we detected several 
warnings regarding some roads not correctly connected to the intersections, or roads with prohibited lane 
changes. An example of some prohibited lane changes inside an intersection is shown in Figure 21. 

 

Figure 24:  Junction with prohibited lane changes needed to be corrected. 

Therefore, we modified the whole map to correct these warnings and we made a few changes to some 
lanes and traffic lights to make the scenario more realistic. 

Generate Cars and Routes 
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First, we need to create the types of vehicles we want in the simulation. An easy way to create several 
vehicles is using the Netedit interface, which allows us to personalize each vehicle and select which route 
it should follow. However, it would take a lot of time to create hundreds of cars and define all their routes 
manually, especially on a bigger simulation. Therefore, we will implement all these demand elements 
through TraCi, which will be executed easily on a python script. 

Our approach will be to define several types of cars (with different random parameters) and define some 
possible routes through the whole map. Then, to insert a vehicle in the simulation we just need to select a 
specific type of car and a route, among the ones created previously. 

To define the types of cars we customize the following parameters: 

● acceleration: the acceleration ability of the vehicle, in m/s². Follows a gaussian distribution N(3.3, 
0.5). 

● deceleration: the deceleration ability of the vehicle, in m/s². Follows a gaussian distribution N(5.5, 
0.5). 

● length and width: the size of the car in the simulation. 5.5m x 1.5m. 
● maximum speed: Maximum velocity of the vehicle in m/s. follows a gaussian distribution N(8.3, 4), 

and only accepts values larger than 7. 
● sigma: The driver imperfection (0 denotes perfect driving). Follows a gaussian distribution N(0.5, 

0.3), but only accepts values from 0 to 1. 
● tau: The driver’s desired (minimum) time headway, based on the net space between the leader's 

back and the follower's front. Follows a gaussian distribution N(1, 0.25), but only accepts values 
from 0 to 1. 

● apparent deceleration: the apparent deceleration of the vehicle in m/s². The follower uses this 
value as the expected maximal deceleration of the leader. Follows a gaussian distribution with a 
deviation of 0.5 regards the original declaration of the leader, N(decel, 0.5). 

Then, we selected them randomly to generate 100 types of different cars. 

Now, we need to create the routes for these vehicles, and we decided to use a tool of SUMO called 
RandomTrips. This tool is based on TraCi and also can be executed through a python script. RandomTrips 
is used to create vehicles with random routes over the whole scenario, but since we have already defined 
the type of vehicles we want, we will only use this tool to obtain the generated routes. To this script, we 
need to introduce the following parameters: 

● -n: to indicate the input network file, with all the roads and intersections of the scenario 
(extension .net.xml). 

● -r: to indicate the output file, with all the randomly generated routes in the scenario. The length 
of the routes is also random (extension .rou.xml). 

● -e: to specify the execution time of the simulation. If we simulate a longer time, we generate more 
random routes. 

● -p: time in seconds between the generation of consecutive vehicles. 
● --fringe-factor: parameter from 0 to 10, to increase the possibility that the routes start/end 

at the frontiers of the simulated network. 
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To execute this function from the terminal, we can use: 

$ python randomTrips.py -n osm.net.xml -r routes.rou.xml -e 7200 -p 0.8 
--fringe-factor 10 

With all that, we can finally introduce as many vehicles as we want into the simulation. We just need to 
create a new vehicle with TraCi and indicate the type of car and which route we want to select with the 
command: 

traci.vehicle.add(vehicle_ID, typeID, routeID, departLane, departPos) 

This command adds a new vehicle to the simulation with the following parameters: 

- vehicle ID: vehicle identifier (must be unique). 
- vehicle type ID: identifier of a pre-registered type of vehicle. 
- route ID: identifier of the pre-registered route that the vehicle should follow. 
- depart lane: identifier of the lane the vehicle should start on. 
- depart position: offset in meters from the start of the lane where the vehicles should be added. 

Figure 22 shows the example code where a route and a type of car are selected randomly (we have 5000 
different possible routes, and 100 types of vehicles defined), and then TraCi inserts a vehicle to the 
simulation with those features: 

new_route = int(random.uniform(0,5000)) 

car_type = "car"+str(int(random.uniform(0, 100))) 

traci.vehicle.add(str(vehicle_num), typeID=car_type, 

routeID=str(new_route), departLane='random', departPos='random_free') 

Figure 25: Example of code. 

Now, we defined how the vehicles are created and how they are introduced into the scenario. But, to 
extract reliable data from this simulation, we need to maintain the same number of vehicles all the time. 
Consequently, we should detect when a vehicle is removed from the simulation, which only happens if the 
vehicle has finished its route, or if it is involved in a collision. So, when one of these events occurs, we will 
add more vehicles to the simulation until reaching a defined limit. For this specific scenario, we establish a 
limit of 200 vehicles, which is enough to generate interactions and collisions between cars, but it does not 
saturate the network to the point where vehicles can not move anymore.  

Types of Collisions 

As seen in the previous section, we can use TraCi to modify the behavior of the vehicles and that could 
generate some collisions in the simulation. For this scenario we want to recreate frontal collisions and 
lateral collisions: 

● Frontal Collisions: 

Normally, frontal collisions appear on straight roads near some intersection or crossing, and occur 
because the front vehicle stops suddenly and/or the back vehicle can not break in time. This kind 
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of collision is already implemented due to the parameters of the vehicles we used. Since there are 
cars with random acceleration and deceleration values, different maximum speeds, and different 
values of temerity (sigma and tau), all that together generate possibilities for these collisions to 
happen. Therefore, these collisions are easily found in the simulation. 

● Lateral Collisions: 

Now, generating lateral collisions is more complex, because these could only happen at an 
intersection, and all the intersections are regulated by traffic lights. In this case, we need to go one 
step further into the TraCi and modify more elements related to the vehicles.  

Our objective is that some cars could ignore a red traffic light and go into an intersection generating 
a lateral collision. To achieve it, we need to change the state of the vehicle by modifying the 
command “speed mode”. This command is a bitset that forms an integer and each bit corresponds 
to a different check: 

- bit0: Regard safe speed. 
- bit1: Regard maximum acceleration. 
- bit2: Regard maximum deceleration. 
- bit3: Regard right of way at intersections (apply to approaching foe vehicles outside the 

intersection). 
- bit4: Brake hard to avoid passing a red light. 
- bit5: Disregard right of way within intersections. 

With this into account, some example modes could be: 

- Speed mode: 31, [0 1 1 1 1 1]. Default value, all checks on. 
- Speed mode: 32, [1 0 0 0 0 0]. All checks off. 
- Speed mode: 55, [1 1 0 1 1 1]. Disable right of way check. 
- Speed mode: 39, [1 0 0 1 1 1]. Run a red light even if the intersection is occupied. 

For our use case, we could select the speed mode 39, which would be enough to cause some lateral 
collisions at intersections. But, to generate some extra collisions, we decided to ignore all the 
checks and use mode 32. Therefore, we introduce some of these reckless vehicles into the 
simulation, and we assign them a different color (red), so they can be easily identified. 

Making these changes we achieved to recreate different types of collisions in this scenario. Now, we should 
decide how the system reacts when a collision occurs, and this response can also be defined through TraCi. 
In this case, we decided that when two vehicles collide, they will remain in the collision’s position for 1 
second, and afterward, both vehicles will be removed from the simulation to avoid interfering with the rest 
of the vehicles. 

Finally, with all the elements of the simulation implemented, we can execute the complete SUMO 
simulation and observe how the cars move through the network, and how the collisions occur. 
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4.4.1.3 Carla scenario 

For this scenario, we want to recreate a use case involving 2 vehicles and 2 pedestrians on a junction, see 
Figure 23. Now, we do not want to generate collisions, our objective is to generate a scenario that contains 
interactions between pedestrians and vehicles, so we need to include pedestrian crossings around 
junctions to create a realistic simulation. The main example recreated in this simulation would be that carB 
detects a pedestrian P2 (not visible for carA), and it sends a warning message to carA before it reaches the 
junction. 

 

Figure 26: Use case of Town05 scenario. 

Map Town05 

To create this scenario, we used a previously defined map from CARLA database, Town05. This map is 
defined for CARLA, but it also contains all the network files needed to start a SUMO simulation: 
“Town05.net.xml”, “Town05.rou.xml” and “Town05.sumocfg”. Having those files allows us to make a co-
simulation with CARLA and SUMO, where after every simulation step made by SUMO, it sends actualized 
information to CARLA, so both simulations work simultaneously representing the same vehicles. 

The network file for this scenario can be seen in Figure 24, and we choose this scenario because it has lots 
of junctions and streets at the centre, which will be perfect to recreate the commented use case. Also, it 
has an external highway that goes around the inner roads and could be used to introduce more vehicles 
into the simulation (generates interferences to the messages sent by the inner vehicles).  
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Figure 27: Netedit view of Town05.  

Define new routes  

Since we already have the network files for this scenario, we only need to change the routes of the vehicles 
and introduce pedestrians into the simulation. In this case, we will redo the routes from scratch and use 
Netedit to create new ones according to the defined use case. 

First, to add the routes into the simulation, we need to introduce “demand elements”. So, we go to the 
option “Demand>Routes” which allows us to create new routes simply by selecting consecutive roads on 
the map, as can be seen in Figure 25. There, we observe that the selected sections appear in light blue and 
the last one in green. Also, we have a menu on the left to modify some parameters related to the route, 
such as changing the colour, the number of repetitions on that route, and if the roads need to be 
consecutive or not.  

Once the roads are defined, we can start introducing vehicles into the simulation, so we select the option 
“Demand>Vehicles”, and as before, we would have a menu shown on the left. Once on that menu, on the 
top, we need to select that the vehicle is created over the existing routes, and which type of vehicles we 
want. Then we only need to click on the beginning of the route and see that a car has been added, as 
appears in Figure 26, where a blue vehicle is added and it also changes the colour of its route. And as before, 
we also have several options on the menu to personalize the parameters of this vehicle and add more 
vehicles on the same route. 
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Figure 28: Netedit interface to define new routes. 

 

Figure 29: Netedit interface to add new vehicles on a created route. 

And lastly, we need to do the same with the pedestrians, but, before creating the routes, we need to modify 
the scenario and introduce pedestrian crossings at every intersection. The crossings can be added with the 
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option “Network>Crossings”, then we just need to select a junction, and then the roads which will contain 
the crossing. An example is shown in Figure 27, in dark green appear the possible roads than can be selected, 
and in light green the selected ones, then we just go to the left menu and confirm the creation. 

 

Figure 30: Netedit interface to create pedestrian crossings 

Now, we can finally introduce pedestrians into the simulation. To create the routes, it is done the same as 
for the vehicles with the option “Demand>Routes”. And to introduce pedestrians to those routes, we go to 
“Demand>Persons”, and on the menu, we change the value “Person plans” to walk: route. Then, we just 
need to click on the beginning of a route and the pedestrians appear, as seen in Figure 28. Also, we can add 
more pedestrians by clicking more times, and personalize their route parameters through the menu, as 
done with the vehicles.    
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Figure 31: Netedit interface to introduce pedestrians into a defined route. 

Add obstacles 

In the CARLA scenario Town05 there is the presence of buildings, but they are not defined in the SUMO 
map that feeds OMNeT++. In order to correctly model the V2X message propagation looses of the radio 
transmission, it is necessary to add them. This task has to be done manually, with the help of the netedit 
tool. The netedit tool allows to add additional files of configuration. Among all configuration files, we 
configure the Town05_polygons.xml file to define the creation of buildings.  

With netedit open, you can load the polygons.xml file or create a new one with some buildings in it. To 
create the shapes of the polygons netedit has an option shapes in the toolbar, as shown in Figure 29. 

 

Figure 32: Location of Shapes tool. 

Then with this tool, we draw the desired buildings mimicking the ones in the CARLA scenario. Once the 
buildings are completely drawn and saved, you need to add them to the configuration file Town05.sumocfg 
to be loaded with the simulation. 
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4.4.2 OMNeT++ / Artery 

4.4.2.1 Configuration of simulation 

In order to configure a simulation in Artery you need to create a scenario with all the desired files to launch 
the simulation. The specifications of the configuration are stored in the file omnetpp.ini. 

Table 2 provides a summary of the parameters used in the simulations: 

Category Parameter Value 

Node 

Operation mode 802.11 

Carrier Frequency 5.9 GHz 

Bandwidth 10 MHz 

Channel number 180 

Modulation QPSK 

Bitrate 6 Mbps 

Transmitter power 200 mW 

Receiver sensitivity -85 dBm 

Energy detection -85 dBm 

SNIR threshold 4 dB 

Medium 

Obstacle’s loss type DialectricObstacleLoss 

Path loss type {Nakagami Fading} 

Path loss factor 3 

Background noise type IsotropicScalarbackground Noise 

Background noise power -110 dBm 

Scenario 

CAM message period 100 ms 

Simulation time limit -  

Density of vehicles {200-400} 

Warm-up period -  

Table 2: Simulation parameters.  
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The parameter values, used to model the individual nodes, were selected based on those specified in the 
standards. A control channel (CCH) is used, with 10 MHz of bandwidth centred at 5.9 GHz, a channel 
number of 180, and a default data rate of 6 Mbps. The nodes re configured to transmit with a power of 
200mW or 23 dBm, which is below the 33 dBm power limit. The receiver sensitivity is set to -85 dBm, 
concerning tables in [1]. 

The radio propagation is modelled using the Rayleigh fading profile, which allowed simulating highly dense 
urban environments without direct Line-of-Sight between the communicating nodes. The corresponding 
path loss factor value for urban areas, ranges from 2.5 to 3.5, from which a value of 3 is arbitrarily chosen 
to be used in the simulations. The physical environment allows more realistic simulations by enabling the 
walls/buildings in the scenario. The properties of the walls can be configured in the walls.xml file and how 
the walls behave can be adjusted with the DialectricObstacleLoss or IdealObstacleLoss parameter in the 
omnetpp.ini. In the simulations, the DialectricObstaclesLoss is used. 

The performance of DCC was out of the scope of this project. The simulation has been set with the DCC 
disabled in omentpp.ini. 

4.4.2.2 Launch and results 

Launch OMNeT++ simulation 

To launch the simulation from the terminal first we need to compile the code and check for new changes, 
so we would start by going into the directory “artery/build” and then compile the code with the following 
commands: 

$ cd build/ 

$ cmake –build . -j10 

now we can run the simulation specifying which project we want to execute; in our case the configuration 
of the simulation has been performed in the scenario junction2ped2veh: 

$ make run_junction2ped2veh 

This command will open the OMNeT++ interface where the simulation will be executed. First, there will 
appear a pop-up window with some Set Up Configuration, where we need to set the “Config name” to 
General. This is an intern parameter defined in the file omnet.ini. Now if we start the simulation, it will 
automatically open the SUMO-GUI with the selected scenario, and OMNeT++ will be waiting until the SUMO 
simulation has started. Once SUMO starts introducing vehicles into the scenario, each vehicle will be 
represented as a node and we will see how they sent and received all the messages in simulation time. An 
example of both simulations working simultaneously is shown in Figure 30. 
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Figure 33: Simultaneous simulation of OMNeT++ and SUMO. 

4.4.2.3 Simulation results 

While the simulation is running, there are CAM messages sent between vehicles. The information of the 
CAM messages either sent or received is recorded into .csv files. Each vehicle has two files, one recording 
all the messages sent, and one recording all messages received from the other vehicles. Also, the name of 
these files specifies the ID of that particular vehicle and the type of message that it contains (sent or 
received). 

The results of the simulation are all these messages, that are stored in the .csv files and contain the most 
relevant parameters of the CAM messages, which can vary from the sent and the received files.  

Sent file, name corresponds to the transmitter vehicle’s ID: 

Sent Time Internal CAM reference time in milliseconds [ms] 

Simulation Time Simulation time when the message is sent in seconds [s] 

Origin Latitude Transmitter vehicle position (geographic coord.): Latitude 

Origin Longitude Transmitter vehicle position (geographic coord.): Latitude 

X Transmitter vehicle position (cartesian coord.): X-axis, horizontal 

Y Transmitter vehicle position (cartesian coord.): Y-axis, vertical 

Table 3: Information in sent CSV. 



Final Version of CPSoS Simulation Tools and Training Data Generation 

 

59 

Received file, name corresponds to the receiver vehicle’s ID: 

Station ID ID of the transmitter vehicles 

Sent Time Internal CAM reference time of the sent message in milliseconds [ms] 

Received Time Internal CAM reference time of received message in milliseconds [ms] 

Received Simulation Time Simulation time when the message is received in seconds [s] 

Origin Latitude Transmitter vehicle position (geographic coord.): Latitude 

Origin Longitude Transmitter vehicle position (geographic coord.): Latitude 

Destiny Latitude Receiver vehicle position (geographic coord.): Latitude 

Destiny Longitude Receiver vehicle position (geographic coord.): Latitude 

Destiny X Receiver vehicle position (cartesian coord.): X-axis, horizontal 

Destiny Y Receiver vehicle position (cartesian coord.): Y-axis, vertical 

Table 4: Information in received CSV. 

4.4.3 ROS 

4.4.3.1 ROS Installation 

The installation of ROS can be done on several distributions: Ubuntu, Linux, and Windows, and it has 2 
available versions: Melodic and Noetic (Latest LTS). To implement the connection with the ROS Master we 
recommend using the previous version, ROS Melodic for Ubuntu 18.04, but it also has been tested for the 
latest version ROS Noetic for Ubuntu 20.04, which also works fine. All the information about the installation 
can be found on  http://wiki.ros.org/ROS/Installation.  

Configure your Ubuntu repositories 

First, we need to configure our Ubuntu repositories to allow "restricted," "universe," and "multiverse", if it 
is not set by default, follow the instructions on this Ubuntu guide.  

Setup your sources.list 

Setup your computer to accept software from packages.ros.org. 

$ sudo sh -c 'echo "deb http://packages.ros.org/ros/ubuntu $(lsb_release 
-sc) main" > /etc/apt/sources.list.d/ros-latest.list' 

Setup your keys 

$ sudo apt install curl # if you haven't already installed curl 

$ curl -s 
https://raw.githubusercontent.com/ros/rosdistro/master/ros.asc | sudo 
apt-key add - 

http://wiki.ros.org/ROS/Installation
https://help.ubuntu.com/community/Repositories/Ubuntu
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Installation 

First, make sure your Debian package index is up-to-date: 

$ sudo apt update 

There are many different libraries and tools in ROS. We recommend the Desktop installation. 

In case of problems with the next step, you can use the following repositories instead of the ones 
mentioned above ros-shadow-fixed (for Melodic installation) 

- Desktop-Full Install: (Recommended): ROS, rqt, rviz, robot-generic libraries, 2D/3D simulators, and 
2D/3D perception  

 Melodic: 

$ sudo apt install ros-melodic-desktop-full 

 Noetic: 

$ sudo apt install ros-noetic-desktop-full 

- Desktop Install: ROS, rqt, rviz, and robot-generic libraries  

Melodic: 

$ sudo apt install ros-melodic-desktop 

Noetic: 

$ sudo apt install ros-noetic-desktop 

There are even more packages available in ROS. You can always install a specific package directly.  

 Melodic: 

$ sudo apt install ros-melodic-PACKAGE 

 Noetic:  

$ sudo apt install ros-noetic-PACKAGE 

To find available packages, use:  

 Melodic: 

$ apt search ros-melodic 

 Noetic: 

$ apt search ros-noetic 

Environment setup 

You must source this script in every bash terminal you use ROS in.  

 Melodic: 

$ source /opt/ros/melodic/setup.bash 

http://wiki.ros.org/ShadowRepository
http://wiki.ros.org/ShadowRepository
http://wiki.ros.org/rqt
http://wiki.ros.org/rqt
http://wiki.ros.org/rviz
http://wiki.ros.org/rviz
http://wiki.ros.org/rqt
http://wiki.ros.org/rqt
http://wiki.ros.org/rviz
http://wiki.ros.org/rviz
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 Noetic: 

$ source /opt/ros/noetic/setup.bash 

It can be convenient to automatically source this script every time a new shell is launched. These commands 
will do that for you.  

 Melodic: 

$ echo "source /opt/ros/melodic/setup.bash" >> ~/.bashrc 

$ source ~/.bashrc 

 Noetic: 

$ echo "source /opt/ros/noetic/setup.bash" >> ~/.bashrc 

$ source ~/.bashrc  

If you have more than one ROS distribution installed, ~/.bashrc must only source the setup.bash for the 
version you are currently using.  

Dependencies for building packages 

Up to now, you have installed what you need to run the core ROS packages. To create and manage your 
own ROS workspaces, there are various tools and requirements that are distributed separately. For example, 
rosinstall is a frequently used command-line tool that enables you to easily download many source trees 
for ROS packages with one command. 

To install this tool and other dependencies for building ROS packages, run:  

$ sudo apt install python3-rosdep python3-rosinstall python3-
rosinstall-generator python3-wstool build-essential 

Initialise rosdep:  

Before you can use many ROS tools, you will need to initialize rosdep. Rosdep enables you to easily install 
system dependencies for source you want to compile and is required to run some core components in ROS. 
If you have not yet installed rosdep, do so as follows.  

$ sudo apt install python3-rosdep 

With the following, you can initialize rosdep.  

$ sudo rosdep init 

$ rosdep update 

4.4.3.2 Launching ROS connection 

In this section, it is explained how to configure a ROS system across multiple machines via the use of 
environment variables of ROS like ROS_MASTER_URI or ROS_IP. The ROS system used is a simple scenario 
with one machine having a ROS Master in charge of orchestrating the system, a ROS node subscribed to a 
topic, and another machine where there will be another ROS node publishing to the same topic.   

http://wiki.ros.org/rosinstall
http://wiki.ros.org/rosinstall
http://wiki.ros.org/rosinstall
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Configuration of environment variables 

In order to work with ROS across multiple machines, ROS was designed with this capability in mind. A well-
written node makes no assumptions about where in the network it runs. The following aspects have to be 
clear to deploy correctly a ROS system between multiple machines:  

- You only need one master. Select one machine to run it on. 
- All nodes must be configured to use the same master, via ROS_MASTER_URI. 
- There must be complete, bi-directional connectivity between all pairs of machines, on all ports. 
- Each machine must advertise itself by a name that all other machines can resolve. 

In each one of the machines, there is the need to configure some environment variables to make a reliable 
connection for ROS. To do it, these two commands need to be executed:  

 MASTER MACHINE 

$ export ROS_MASTER_URI=http://MASTER_IP:PORT 

$ export ROS_IP=MASTER_IP 

 SLAVE MACHINE 

$ export ROS_MASTER_URI=http://MASTER_IP:PORT 

$ export ROS_IP=SLAVE_IP 

Where MASTER_IP is the IP address of the master machine, SLAVE_IP is the IP address of the slave machine, 
and PORT is the desired port to make the connection. By default, the environment variable 
ROS_MASTER_URI has the following syntax: http://localhost:port,  but in order to work between multiple 
machines, we recommend using the IP address as the localhost part.  

As an example in our case, we use:  

 MASTER MACHINE 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=147.83.39.36  

 SLAVE MACHINE 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=10.4.39.80 

It is important to notice that all these environment variables will be needed to be set in every terminal that 
we use. If a permanent environment variable is registered, a different configuration will be needed. For 
example, if you are using Bash, you can declare the variables in the ~/.bashrc.  

Scenario 

The scenario used in this example is a really simplistic one, where we have 2 ROS nodes (a Publisher Node 
in the master machine, and a Subscriber Node in another machine), and a ROS Master in the master 
machine.  
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The objective of this connection is to publish and share information about the sent and received messages 
of a vehicle simulated on OMNeT++. In a simulation, there are many cars that transmit and receive V2X 
messages from one to another, so we pretend to transmit and store those messages in a database. These 
messages are recorded on a CSV file, where its name specifies which is the ID of the vehicle and if that 
message was sent or received. An example of these files would be:   

- 684174695_sent.csv: V2X message sent by the car with ID=684174695. 
- 684174695_received.csv: V2X message received by the car with ID=684174695. 

Since we have these 2 files, the communication through the ROS nodes can be done by implementing two 
different topics. The /Sent topic and the /Received topic. As we can see in Figure 31:  

 

Figure 34: Scenario of publisher and subscriber in different machines.  

Publisher Node 

The Publisher Node is the one in charge of reading the information of the csv files and publishing it to the 
right topic. It parses, publishes, and prints the information of the sent topic and the received topic.    

Subscriber Node  

The Subscriber Node subscribes to both topics and receives the information published in these topics. Then, 
it prints it in the following format:  

[INFO] [time_stamp]: Topic:Topic_name Data:format of data 

Where the time_stamp is the time where the ROS publication was received, the Topic_name is either Sent 
or Received depending on the publication done.  And the data_format can be:  

- Sent topic: 

#CarID, SentTime, SimulationTime, OriginLatitude, OriginLongitude, X, Y 

- Received Topic: 

#CarID, StationID, SentTime, ReceivedTime, ReceivedSimulationTime, 
OriginLatitude, OriginLongitude, DestinyLatitude, DestinyLongitude, 
DestinyX, DestinyY 
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Launch 

Once everything is configured as explained in the previous section, we can launch this ROS connection 
between machines. 

First of all, we need to open a ROS Master node on one of the machines. This node will be launched in an 
i2CAT machine with the public IP address 147.83.39.36, but for testing purposes, the master can be 
initialised on external machines following the previous configuration. So, to launch the ROS Master we 
would execute: 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=147.83.39.36 

$ roscore 

Next, we need to create the Publisher Node and the Subscriber Node. In this case, the Subscriber Node will 
be executed on a different machine than the Master Node, and this external machine will receive all the 
information the Master publishes. To launch this node, we need to execute the csv_reader.py script: 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=SLAVE_IP 

$ python3 csv_reader.py 

Finally, the Publisher Node will be executed from the i2CAT machine, and we just need to configure the 
environmental variables on a new terminal and execute the csv_publisher.py script. 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=147.83.39.36 

$ python3 csv_publisher.py 

Once the Publisher Node is created, it will send all the information of the CSV files, line by line, to the 
Subscriber Node with a topic specifying which type of document is being sent. And once it finishes, the 
node will be stopped.  

Test 

ROS offers us some commands to test and check which nodes are connected to the ROS Master. An easy 
command to list all the active nodes is: 

$ rosnode list 

which will show us all the nodes connected to the ROS Master. Just by configuring the environmental 
variables on the slave machine, this command would indicate that the ROS Master is active by printing on 
the terminal: 

/rosout 

Now, if we launch the Publisher and Subscriber nodes, it will appear: 

/Data_generator_407568_1649415006973 

/listenner_407486_1649414936863 
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/rosout 

Here we observe that the /Data_generator_407568_1649415006973 node corresponds to the Publisher 
Node, and the /listenner_407486_1649414936863 is the Subscriber that reads the messages. Both nodes 
will be active while information is being sent, but once the Publisher finishes transmitting, this node will 
disappear from the list. 

Also, a more visual way to represent the nodes connected to the master is through the RosGraph 
application, which can be launched from a terminal with: 

$ rqt_graph 

and we can observe which are the active Nodes and how they communicate with each other. In this case, 
we should have de Publisher and the Subscriber Nodes, that are connected with a certain topic (/Received 
or /Sent) depending on which file is being transmitted (Figure 32 and Figure 33): 

 

Figure 35: Nodes connected through the topic /Sent. 

 

Figure 36: Nodes connected through the topic /Received. 

4.4.4 Transmit OMNeT++ results with ROS 

Now that we have seen how to implement a ROS connection with different machines, we will use a ROS 
Node to transmit all the messages generated by OMNeT++ simulation, without the need of .csv files. 
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Introduce ROS into the OMNeT++  

Up to now, the results of the simulation (all the CAM messages sent and received by the vehicles), are 
stored on a .csv files, and later converted to ROS messages. The next step is to implement a publishing ROS 
node directly inside the OMNeT++ and establish a connection with a ROS Master, in order to publish those 
messages to an external ROS node, as soon as they are generated. 

To create this publisher ROS node on OMNeT++ we need to modify the original application service 
CaService.cc into a new RosCaService.cc, which will create a ROS node for the vehicles on the simulation. 
This node will be contained in a class named “RosPub”, which will initialize the node and use the ROS 
libraries to publish all the information into the Master.  

Since we have two types of messages, we will separate the information into two different topics, the sent 
and the received. The sent topic is used for sending the information of the CAM packets sent, and the 
received topic is used for the information of the CAM packets received.   

The implementation of the class RosPub with the new service RosCaService.cc extends the normal 
CaService.cc, which runs a simulation and maps the vehicles as nodes that exchange CAM messages 
between them. Also, it publishes every message sent or received to the corresponding ROS topic. This way 
another ROS node can subscribe to these topics and receive the information.  

ROS connection with OMNeT++ 

In this section we will define how to establish a ROS connection between machines, where one will be 
sending the messages through OMNeT++, and the other will be receiving them. 

Publisher node (OMNeT++) 

Since we already defined the publisher nodes on OMNeT++, we just need to launch the scenario to start 
transmitting the messages. But first of all, we need to start the ROS Master. In this case, the Master will be 
launched from the same machine that runs the OMNeT++ simulation (i2CAT machine). And as explained 
before, we need to define the environmental variables, which can be changed from the terminal with: 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=147.83.39.36  

Then, we can start the ROS Master with 

$ roscore 

Now that the Master is active, we can launch the OMNeT++ simulation. So, on a different terminal, we go 
to the artery directory and run the following commands to start the simulation: 

$ cd build/ 

$ cmake –build . -j10 

$ make run_junction2ped2veh 

At this point, the simulation connections are defined, and all the publisher nodes will be created on 
simulation time to transmit the messages with their respective topics. But, before running the simulation 
we need to start the subscriber node, so it can collect all the messages. 
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Subscriber node  

As explained before in section ROS Launching Ros Connection, we need to configure the environment 
variables of the subscriber machine. To configure these parameters, we need to execute the following 
commands in the terminal where the subscriber node will be running:  

$ export ROS_MASTER_URI=http://MASTER_IP:PORT 

$ export ROS_IP=SLAVE_IP 

In our case the MASTER_IP:PORT was 147.83.39.36:11311 and the SLAVE_IP was 10.80.39.36. So, we 
executed: 

$ export ROS_MASTER_URI=http://147.83.39.36:11311 

$ export ROS_IP=10.80.39.36 

Once the configuration is done, we can run the subscriber node by running the script “csv_reader”:  

$ python3 csv_reader.py 

Finally, once the simulation has started and the OMNeT++ nodes start publishing, we will start receiving 
the messages in this node. An example of the information received is shown in Figure 34. 

 

Figure 37: Subscriber node received information from topics sent and received.  

4.5 CPSoS HW-SW Simulators 

The OpenASIP-based soft core processors that are studied in the project for FPGA programming as well as 
reliable co-processing can be simulated with a retargetable instruction-set simulator. The simulator is called 
ttasim and it provides instruction cycle accurate results for the Transport-Triggered Architecture based co-
processors developed using the OpenASIP tools. The simulator is driven with an architecture description 
format called Architecture Description File (ADF) which contains all the necessary information required for 
cycle accurate modelling, but it does not provide dynamic latency information e.g. from unideal memory 
hierarchies. For this level of accuracy, OpenASIP provides System C hooks that can be used to connect 
ttasim co-processor models to larger system level simulations with desired accuracy, along with more 
accurate memory models.  The simulator can provide also utilization statistics for how many times 
operations were executed and in which function unit, the bus utilization and so on. It provides also basic 
software debugging features such as breakpoints and single stepping. 

There is also a graphical user interface for the OpenASIP simulator engine called Proxim (from processor 
simulator). This simulator also has visualizations for utilization, as exemplified in Figure 35. 
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Figure 38: Proxim's utilization visualization of a minimal co-processor architecture. The redness indicates the level of 
utilization (so far) by the program. 

 

4.6 CPSoS Use-case dedicated simulators  

4.6.1 Simulator for ADAS/AV systems research  

4.6.1.1 CARLA simulator 

CARLA is a tool for AV/ADAS systems research that is also an open-source simulator based on MIT license 
allowing commercial and research use. CARLA assets are distributed using CC-BY License. 
CARLA Simulator was developed in a flexible and modular way with dedicated API that allows easy 
integrations with autonomous driving applications. These applications can include AV stack related to 
perception and control algorithms including these based on deep learning and rule-based frameworks. 
CARLA is based on following set of technologies: 

• Core engine: Unreal Engine, popular engine with powerful 3D rendering capabilities allowing the 
development of photorealistic simulations. 

• Road network logic system: OpenDRIVE (as of February 2021 version 1.4 is used) which contains 
information specific for simulation applications like road geometry, surface properties, signs, lane 
types, directions and markings. Several road editors use OpenDRIVE standard for creating AV/ADAS 
testing grounds (e.g. parts of specific cities) that can be later on imported to CARLA simulator.  

• Basic architecture principle: scalable client-server architecture. Server manages the simulation 
including physics computations, rendering of sensors, real world data updates (actors and other 
relevant objects). Server can be run using GPU processing capabilities. 

• Simulation control: API that works with both C++ and Python.  
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Figure 39: Basic structure of CARLA simulator for AV/ADAS research 

 
CARLA simulator contains of following key modules: 

• Sensors. Sensors acquire information from the surrounding world by being mounted on the vehicle. 
CARLA supports multiple sensor types e.g.  

o Camera – RGB camera. 
o GNSS – geolocation of the vehicle and sensor. 
o IMU – inertial measurement unit that contains gyroscope, compass and accelerometers. 
o LIDAR – rotating LIDAR with 4D point cloud coordinates and intensity. 
o Radar – 2D point map. 
o Semantic LIDAR – rotating LIDAR with 3D point cloud including semantic segmentation.  

• Traffic manager – vehicles/agents controller (non-ego vehicle controlled by user scripts). 
• Data recorder – it is recording the whole scenario (step-by-step approach) allowing to replay every 

time step of the recorded scenario. 
• ROS bridge – Robot Operating System integration – allowing two-way communication between 

CARLA and ROS, however with performance limitations.  
• Additional assets – multiple urban settings with basic weather conditions control. 

 

4.6.1.2 Robotec.ai Real World Simulator 

Robotec.ai has developed Real World Simulator which is a proprietary tool for developing, testing and 
validating autonomous vehicles. Real World Simulator is currently used by OEMs and Tiers to develop 
mainly commercial autonomous vehicles (e.g. cargo delivery ODD). Still simulator can be used in passenger 
vehicle and public roads use case.  

Simulator has been developed in modular way to allow engineers integrate multiple AV/ADAS stack 
elements (e.g. perception stack or control system of the vehicle). Dedicated ros2cs module enables fast 
integrations with software developed on top of ROS and ROS2 middleware 
(https://design.ros2.org/articles/ros_middleware_interface.html).  

Robotec.ai offers a modular, extendable, ROS(2)-based simulation platform to configure, develop and 
integrate AV/ADAS components. Architecture of the simulation platform is shown in Figure 1 below.  

https://design.ros2.org/articles/ros_middleware_interface.html
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Figure 40: High level architecture of Robotec.ai Real World Simulator. 

This modular architecture allows customers to use custom environments developed with detailed real 
world input data such us point clouds or geodata. It is also possible to use existing compatible outdoor or 
indoor scenes and additional external models that can be positioned in the scene. 

Robotec.ai simulation platform also allows to test and validate AV solutions through the system of advanced 
solvers. Solvers are AV/ADAS algorithms such as localization, path planning or perception that the customer 
would like to test. Existing customer solvers can be plugged into the simulation. 

Robotec.ai Real World Simulator development is driven by the ROS2 middleware. We have developed 
unique ROS2 module for Unity3D engine. 

ROS and Unity3D don’t scale easily the programming languages, key concepts and coordinate frames are 
all different. Robotec.ai has developed a high-performance communication module for Unity3D. This 
unique module delivers following results: the performance of communication is increased by approximately 
800 times comparing to third-party bridge solutions and it supports all standard as well as custom messages 
with message generation. 

Robotec.ai simulator contains following key modules: 

• Real World Simulator architecture including handling of agents, support for multiple ego vehicles, 
launch files configuration. 

• Management system of states and logs from integrated autonomous driving software.  
• Sensors simulation library: 

o Sensor template interface supporting ROS2 messages. 
o GPS (Global Positioning System) - sensor simulation providing location in global 

coordinate system. Conversion point with rotation has to be defined in the simulation 
scene to properly convert local coordinate system of simulation to global coordinate 
system.  
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o IMU (Inertial measurement unit) – sensor simulation combined of accelerometers and 
gyroscopes, providing measurements related to angular and linear movement 
(translation, velocity, acceleration).  

o LIDAR (LIght Detection and Ranging) – sensor simulation illuminating the target with laser 
and creates 3D point cloud by measuring the Time of Flight of reflected rays to the 
detector. Simulated LIDAR has multiple parameters enabling simulation of variety of 
sensor models (2D and 3D).  

o Camera – RGB camera simulation with management mechanism for handling multiple 
field of views. 

• Ros2cs module enabling high performance ROS2 communication for Unity3d.  
• Vehicle physics adapted for vehicles. 

o Engine, transmission and suspension simulation.  
o Support for multiple controllers (including steering wheel controllers).  

• Support tool for creating realistic simulation scenes based on real world data: 
o 3D mesh models generation from real LIDAR measurements.  

4.6.1.3 CARLA and Robotec Real World Simulator in CPSoSaware 

One of the key aspects of the developed CPSoSaware components for the automotive AV/ADAS 
use case are following: 

• Deep multimodal scene understanding that provides multimodal sensor data (RGB/Lidar, 
RGB/depth) to be analysed by Computer Vision/deep learning mechanisms and produce 
high-level observations/detections. 

• Multimodal localization - Requests the production of localization data from the 
combination of measurements (e.g. GPS, LiDAR) for metrics like arrival/departure and 
trajectories.  

• Path-planning path generation between nodes. 
 

Evaluated use cases in automotive pillar of CPSoSaware project will be following: 
• Human in the loop control use case in single vehicle scenario  
• Cybersecurity issues in connected cars scenario 
• Cooperative awareness scenario 

Cybersecurity and cooperative awareness use cases needs to be validated in the environment with 
multiple controlable ego-vehicles, what makes Robotec Real World Simulator the best fit for those 
scenarios. 
 
For the efficient implementation (development, testing and validation) of the listed modules 
following key assets are required from the simulation:  

• Realistic representation of the environment. Achievable in both simulation environments 
(CARLA and Robotec Real World Simulator). 

• Available sensors (LIDAR, GNSS, IMU, RADAR, Camera, vehicle data). All sensors are 
available in both simulation environments (CARLA and Robotec Real World Simulator). 
However, Carla provides more photorealistic environment for simulations focused on 
camera applications.  

• Machine learning support. Support provided in both simulation environments (CARLA and 
Robotec Real World Simulator). 
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• Communication interfaces (ROS with preference for new version ROS2). Communication 
provided in both simulation environments (CARLA and Robotec Real World Simulator).  

• Possible simulation of multiple agents. Achievable in both simulation environments (CARLA 
and Robotec Real World Simulator). 

• Possible extension with additional modules: driver behavior, V2X communication, 
cooperative collision warning system. Achievable in both simulation environments (CARLA 
and Robotec Real World Simulator). However, none of both simulation environments 
provides V2X communication for now (this is also planned as one of the CPSoSaware 
components). 

 
Below Figures show all relevant AV/ADAS sensors attributes for CPSoSaware use cases: 

 

 
Figure 41: GNSS attributes in CARLA simulator as specified in the GNSS sensor documentation. 
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Figure 42: LIDAR attributes in CARLA simulator as specified in the LIDAR sensor documentation. 

 

Figure 43: Camera attributes in CARLA simulator as specified in the camera sensor documentation. Please note that 
camera has also camera lens distortions options as separate attributes group. 
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Figure 44: Inertial Measurement Unit (IMU) attributes in CARLA simulator as specified in the IMU sensor 
documentation.  

4.6.1.4 Robotec V2X Simulator 

Robotec.ai is developing V2X Simulator as ROS2 module, that can be integrated with any AV simulator 
having support for ROS communication. The simulator works as external module with replicated both 
static environment (scene) and all dynamic objects.  
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Figure 45: V2X simulator 

Integration with AV simulator consists of 3 types of interfaces: 

• Static environment communication – ROS message containing information about the scene. 
Environment is created in V2X simulation only once, on initialization of simulated use case.  

• Dynamic objects state – ROS message send periodically from each traffic agent. This message is 
responsible for sharing locations of agents and all the data transmitted in V2X message from AV 
simulator to V2X Simulator. 

• Received V2X messages – ROS message sending all received V2X messages back to AV Simulator 

V2X communication is performed in V2X simulator, based on locations of agents, environment and 
Propagation Model. Currently only Free Space Path Loss model is implemented, in future more advanced 
models will be developed. 
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5 Simulation and Training Block Interfaces 

In this section we present several APIs used for communication within the SAT. Good practice demands 
that publicly accessible APIs be protected against unauthorized access. The requirements for 
authentication and authorization will be addressed in the next deliverable. 

5.1 Orchestrator interfaces 

The orchestration tool described in Section 4.1 is responsible for triggering, handling and monitoring all the 
intermediate steps of the simulation workflow.  The execution of a workflow is handled through a REST API 
and can be triggered either on demand or event – driven. This API is exposed via a REST API Gateway that 
publishes the two aforementioned approaches via the services presented on Figure 43.  

 

Figure 46: CI/CD Orchestrator Control API 

The pipeline in the context of the CPSoSAware consists of one or more steps that each reflect on specific 
simulation execution. These workflows are registered in independent isolated branches along with their 
configurations. Every new commit on each of the branches will trigger the execution of the workflow by 
the orchestrator. This is performed by a software agent that monitors the git repository of CPSoSAware. 

On the other hand, the “OnDemandHook” gives control to the user to trigger a workflow with specific 
configuration. This configuration defines the steps that compose the user defined workflow and the 
application requirements (use case dependent). This is performed through a POST HTTP call with payload 
the yaml file presented in Table 5. This file describes an array of steps to be executed sequentially. Each 
step is defined by the following properties: 

• Unique identifier (id),  
• A trigger_uri that actually caries the http call that will be used by the orchestrator to trigger the 

particular simulation. This trigger_uri is simulator specific and the respective http services (where 
applicable) will be implemented in the context of the CPSoSAware, 

• The file path of the configuration file for the particular simulation step. This configuration file is 
simulator specific as well and must be accessible by the simulation environment that will consume 
it. 

Table 5 OnDemandHook service payload 

workflow: 
  - id: "step1" 
    trigger_uri: "http://esdalab.ece.uop.gr /ns3/step/run1" 
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    input: "http:// esdalab.ece.uop.gr /ns3/step/input.json" # 
Optional 
  - id: "step2" 
    trigger_uri: "http:// esdalab.ece.uop.gr /ns3/step/run2" 
    input: "http://esdalab.ece.uop.gr /ns3/input.json" # 
Optional 
  - id: "step3" 
    trigger_uri: "http:// esdalab.ece.uop.gr /ns3/step/run3" 
    input: "http:// esdalab.ece.uop.gr /ns3/step/input.json" # 
Optional 

Apart from the interfaces defined under the scope of the orchestration tool, additional interfaces are to be 
defined and implemented for the control of the simulators by the orchestrator. The first simulator to be 
integrated with the orchestrator is the Network Simulator 3 (NS3) used in the intra – communication layer. 
This simulator is a command line executable written in C++ and python. In the context of CPSOSoSAware, 
a wrapper is implemented that delegates the execution of a simulation to a REST API. This API exposes a 
POST http call as presented in Figure 44. The payload of this request is a json file with two main fields: 

• Callback: The callback property supports the execution of actions after the completion of a 
simulation step 

• Filename: The filename of the configuration that the simulator must execute. In the NS3 case, this 
file is a .cpp file that describes the simulation in terms of network topology, device attributes, 
channel attributes, Error Rate Models, Channel models, etc.   

 

Figure 47 NS3 Simulation Interface 

Further API interfaces are to be designed and developed while the simulators used in the CPSoSAware 
project are integrating to the CI/CD workflow and the orchestrator. The enhanced version of API will be 
further presented in the next version of this deliverable. 
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5.2 Data storage and transformation services interfaces  

5.2.1 Low-Level Instance Base Interface 

As mentioned in section 4.2, we describe the low-level interface intended for direct manipulation with basic 
structures that includes instances, properties and aggregations.   

Instance – represents a simple object that has unique identifier (UID) that allow to distinguish one instance 
from another. Instances can possess properties. 

Property - represents a relation between instance (property owner) and property value, that can be either 
simple value, another instance or aggregation. Each property has name and namespace. Any instance can 
possess (be owner of) only one property with specific name within specific namespace. 

Aggregation – generalization of the instance that served to represent one-to-many relations. May contain 
any number of members that can be either instances or simple values. In the current implementation 
cannot possess properties. The question on whether aggregation can or cannot possess properties is under 
investigation. 

The low-level interface includes methods to get/create/delete instances, properties, aggregations and 
namespaces. It also includes additional methods that are created to fulfill functionality required by high-
level APIs such as class base or equivalence rules. This interface in general is not supposed to be used by 
connected simulators or other tools, unless connected tool do not introduce extension to data storage and 
transformation itself. 

5.2.2 Class definition interface 

Class definition interface introduces two APIs. The first API is developed to manage namespaces, where 
namespace is an object that includes two fields: name and version. Once namespaces are created, the 
interface receives unique id and further operations which are performed using this id. The API to manage 
namespaces shown on Figure 45 

 

Figure 48: API for namespace management 
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The API includes methods to get a list of all registered namespaces, add new namespace, delete namespace 
by id, and get the namespace id by name and version if namespace is already registered. When new 
simulation component connects to the data storage and integration service, its integration object checks if 
the corresponding namespace is already registered by sending a GET namespace/search request. If the 
namespace is not registered, then the integration agent registers the namespace by sending a POST 
/namespaces request, and then registers the corresponding classes and data schemas. 

The second API is developed to manage classes. The CPSoSaware simplified ontology introduces a class 
definition object that includes the following fields: 

• "namespace" – namespace object for which belongs class definition. 
• "class" – name of the class. 
• "schema" – schema of the class. 

Schema consists of properties definitions enlisted under “properties” key, where each property includes 
The following fields: 

• "name" - name of the property. 
• "namespace" – optional. Should be provided if property has different namespace (not same as 

defined in the schema namespace). 
• "optional" – true/false indicates if property is optional or not. Instance of respective class may not 

possess optional properties. 
• "value" – describes value of the instance. 

Value field includes following properties: 
• "type" – describes type of property value may be either “str”, “int”, “float” or “object”, indicating 

that related property should have value of corresponding type. 
• "optional"– true/false indicates that value is optional (i.e. can have “null”) value or not. 
• "collection" – can be “set”, “list” or null; indicates that the property points to collection of objects 

of the corresponding type. Null value in this field indicates that property possesses a single value. 
Properties possessing collection values (having collection “set” or “list”) will contain an aggregation 
value in the instance. 

• "constrains" – set of constraints on property value (functionality of this field does not implement 
yet). 

• "default" – default value of the property. Optional. If default is provided and the property’s value 
is null, then this default is used.  

• "object" – either null (for simple types) or object specification (for object type). 
Object specification consist of two fields: 

• "namespace" – namespace to which the object value belongs. 
• "class" – name of the class to which the object value belongs. 

API to manage classes is shown in Figure 46. 
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Figure 49: API for class definitions management 

The API includes methods to add/update/delete class definition, to get class definition by namespace id 
and class name and to get list of all registered classes for specific namespace. After registering new 
namespace, the integration agent registers all classes sending POST   /namespaces/{namespaceId}/classes 
request. 

5.2.3 Data definition interface 

Successful tool integration necessitates that system model data to be serialized or rendered into a 
preferably standard, format or syntax that can be parsed later and transformed into another format as per 
need of subsequent layers. 
JSON representation of a set of RDF triples as a series of nested data structures has become increasingly 
popular as a data serialization format thanks to its more lightweight structure compared to XML, making it 
a useful format for data exchange in a way that requires less bandwidth than a bulky XML document. Thus, 
CPSoSaware choose JSON format as a primary format for data serialization. To enlarge compatibility with 
simulators that using XML as primary serialization format automatic XML-to-JSON and JSON-to-XML 
translators are provided. 
However, JSON data format (especially after XML-to-JSON translation) are lacking several important 
features that are natural parts of underlining object models. For example, JSON format lacking possibility 
of referencing object that are defined in other parts of JSON document. To overcome difficulties introduced 
by the missing features we provide class definition extension for data. This extension provides following 
properties: 
On the schema level: 

• "name" - name of the schema. Since objects of the same class can be serialized with different data 
formats several different schemas can be provided to deserialize these objects. These schemas are 
distinguished by their names. 

• "representation" – defines properties representation into JSON serialized object. Includes the 
following sub-properties: 
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o “type” – can be one of “key_value_base” / “property_base” / “mixed”. Describing data 
representation type: “key_value_base” is a native JSON representation, where JSON key 
describes property name and JSON value describes property value; “property_base” is a 
special representation often produced by XML-to-JSON converters, where each property 
defined by two JSON key-value pairs one having property name as its value and another 
having property value as its value; “mixed” is a representation where both types of 
representation are used. 

o “base_key” – parameter that defines JSON key which value defines the class of JSON 
serialized objects. This value will be parsed according to corresponding schema. All other 
JSON key-value pairs will be ignored. 

o “key_prefix” – parameter that defines prefix that should be stripped from JSON key on 
JSON-to-CIF conversion or added to JSON key on CIF-to-JSON conversion. 

o “key_value_base” – describes parameters specific for “key_value_base” representation of 
properties. Includes “base_key” and “key_prefix”. 

o “property_base” – describes parameters specific for “property_base” representation of 
properties. Includes “base_key”, “key_prefix” and two additional parameters: 
 “property_name_key” – describes which JSON key is used by parser to identify 

key-value pair that defines property name as its value. 
 “property_value_key” – describes which JSON key is used by parser to identify key-

value pair that defines property value as its value. 
• “keys” – define list of unique keys that allow to distinguish one object of corresponding class from 

another. Includes the following sub-properties: 
o “name” – name of the key. 
o “properties” – defines list of properties which form unique identifier of the object of 

corresponding class. 
On the property level: 

• "representation" – defines representation of the specific property if schema has “mixed” type of 
representation. 

• “base_key” – same meaning as “base_key” in representation description but applied only to a 
specific property. 

•  “key_prefix” – same meaning as “key_prefix” in representation description but applied only to a 
specific property. 

On the object level: 
• "schema" – defines name of the schema of the nested JSON object. Object will be parsed according 

to corresponding schema. 
• "extensible" – true/false. Defines if nested object can represent a new object of corresponding 

class (true), or only reference to existing object of corresponding class (false). 
• "id_type" – defines how nested object are identified and can be either: 

o “object” – nested object itself provided according to corresponding schema, 
o “uid” – reference to the existing instance in the CIF database provided as UID of the CIF 

instance, 
o  “key”–indicates that only several properties are provided and set of provided properties. 

It includes at least properties enlisted in the unique key provided in the “id_key” property 
value, 

o "key_property" – indicates that provided value of a property that uniquely identify the 
object. In this case “id_key” property refers to key that based on one property only. 
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• "id_key" – required if “id_type” property has value “key” or “key_property” defines a name of the 
unique key in the corresponding schema. 

Schema management API shown on Figure 47 
 

 
Figure 50: Schema management API 

Schema management API introduces methods that are similar to the class management API methods. After 
class registration the integration agent should register data schemas for this class. 
 

5.2.4 Data management interface 

Data management API is shown in Figure 48. 
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Figure 51: Data management API 

The data management API provides several groups of methods to manage the data: 

• Global methods allow to add/delete/update or get all data according to the specific namespace, 
class, and schema. These methods are applied by sending corresponding request to 
/namespaces/{namespaceId}/classes/{className}/schemas/{schemaName}/data/all URL. 

• Integration agents use another group of methods that allows to add/delete/update or get all data 
according to the specific namespace, class, schema, and simulation id. These methods are applied 
by sending corresponding request to /namespaces/{namespaceId}/classes/{className}/schemas
/{schemaName}/data/simulation/{simulationId} URL. 

• Another two methods allow to get or delete all data according to the specific namespace, class, 
and schema that satisfy search criteria. These methods are applied by sending corresponding 
request to /namespaces/{namespaceId}/classes/{className}/schemas/{schemaName}/data/ 
search URL. 

• Finally, there are methods that allows get, update or delete the data entry according to the specific 
namespace, class, and schema and having specific id. 

5.2.5 Ontology Alignment and Equivalence Rules 

Ontology alignment, or ontology matching, is the process of determining correspondences between 
concepts in ontologies. In the tool-integration context involving many tools providing their own ontologies, 
ontology matching has taken a critical place for helping heterogeneous tools to interoperate. Ontology 
alignment is provided by the data transformation service as set of the equivalence rules between objects 
of two or more classes. Equivalence rules allow automatic transformation of objects between different 
simulators working on different levels of abstraction.  The set of the rules describing all equivalence 
relations between objects of all classes of two different namespaces represents a mapping between 
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corresponding ontologies. Notwithstanding the different existing tools and languages for ontology 
alignment, CPSoSaware found that most of these tools and languages are not suitable for simplified 
ontologies for various semantic and syntactic reasons. The most promising language for the alignment of 
simplified ontologies was proposed in the CERBERO project, and CPSoSaware will continue develop and 
utilize this language. This choice supported by common principles that lies under CIF developed by 
CERBERO data storage and transformation services developing by CPSoSaware.  
Data transformation service provide following syntax of equivalence rules. 

• Main rule syntax:  
ns1:class1 operator ns2:class2 [*…] [ON …] [IMPLYING …];   
ns1, ns2 - names of namespaces 
class1, class2 - names of classes 
operator  - one of:  ===, <==, ==>, <==> 
[*…] - optional multiplication part 
[ON …] - optional “on” part 
[IMPLYING …] - optional “implying” part 
; - termination symbol 

• Optional multiplication part syntax: 
* ns3:class3 | int_expression [*…] 
ns3 - name of namespace 
class3 - name of class 
|int_expression – any integer expression that can be provided instead of   ns3:class3 
[*…] - optional multiplication part 

• Optional on part syntax: 
ON  (bool_expression [, bool_expression] ) 
bool_expression  – any bool expression 
[, bool_expression] – optional additional comma-separated bool expressions 

• Optional implication part syntax: 
IMPLYING (implication [, implication]) 

• Implication syntax 1: 
ns1:class1.property_expr1 operator ns2:class2.property_expr2 [*…] [ON …] [IMPLYING …] 
ns1, ns2 - names of namespaces 
class1, class2 - names of classes 
operator  - one of:  ===, <==, ==>, <==> 
property_expr1, property_expr2 - expressions defining (sub)properties names 
[*…] - optional multiplication part 
[ON …] - optional “on” part 
[IMPLYING …] - optional “implying” part 

• Implication syntax 2: 
ns1:class1.property_expr1 = gen_expression 
ns1 - name of the namespace 
class1 - name of the class 
property_expr1 - expression defining (sub)property name 
gen_expression - general mathematical expression 
 
Equivalence rule semantics. 
Semantics of main rule operators (void multiplication part). 
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=== - means that corresponding classes are equivalent, i.e. each instance of class 1 is also instance of 
class 2 and vice versa. 
==> - means that class 2 equivalent to class 1, i.e. each instance of class 2 is also instance of class 1, but 
instance of class 1 is equivalent to instance of class 2 only if both met matching criteria provided in “on” 
part. 
<== - means that class 1 equivalent to class 2, i.e. each instance of class 1 is also instance of class 2, but 
instance of class 2 is equivalent to instance of class 1 only if both met matching criteria provided in “on” 
part. 
<==> - means that instance of class 1 is equivalent to instance of class 2 only if both met matching criteria 
provided in “on” part. 
Semantics of multiplication part. 
Multiplication part change equivalence rules operator semantics in the following sense:  

• when multiplication part contains class reference this means that class 1 equivalent to cartesian 
product of instances of class 2 and class 3, each instance of class 1 has two different instances (one 
of class 2 and one of class 3) as his counterpart with respect to corresponding relation operator. 

• when multiplication part contains integer expression this means that each instance of class 1 
corresponds to number of instances of class 2, and this number defined by integer expression that 
may depend on properties of corresponding instances. 

Semantics of “On” part. 
“On” part can include several logical expressions that treated as matching criteria between instances that 
are equivalent according to corresponding rule. These expressions can be treated as one single expression 
with “and” operator between corresponding parts. 
Semantics of implications. 
Implication of kind 1 (syntax 1) can be treated as nested equivalence rule and define equivalence relations 
between property values of instances of corresponding classes. Implication of kind 2 (syntax 2) define 
property value that should be assigned during rule execution process. This value is a result of calculation of 
general mathematical expression. 
 
Data transformation service provides rule management API that allows add, delete, or get equivalence rules. 
API description represented on Figure 49 

 

Figure 52: Rules management API 
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6 Conclusion 

This document presents the final version of the simulation and training (SAT) block. We implemented two 
key functions that should be performed by the SAT block: SAT block is capable of: i) performing joint 
simulations across different and diverse simulators and ii) storing simulation data in a way that allow 
queries to obtain consistent datasets that are further could be used to train ML algorithms.  

The design of SAT block architecture starts with a review of the SAT block functionality and state-of-the-art 
approaches used to perform joint simulation, as well as storage DB types that can be utilized to store 
simulation data. We review co-simulation as a method for performing joint simulation based on the 
Functional Mock-up Interface (FMI), and several prominent tools that support it. However, we come to the 
conclusion that this methodology is too complex for our needs and propose to use data transformation to 
the CERBERO Interoperability Framework format (CIF) instead. Our comparison of persistent storage DB 
types suggests that a relational database would be the best choice for the simulation data. The design of 
the architecture of the simulation and training (SAT) block is driven by requirements to its functionality. We 
describe this architecture and how it relates to an Integration and Storage approach for integrating 
different and diverse simulators that use different modelling paradigms and languages, and how it supports 
the Simulation Workflow. We then describe the SAT components, including implementation details, 
installation instructions and operations examples. This includes: 

• The Orchestration tool, that includes the backend that implemented on Jenkins and allows running 
of complex simulation workflows and frontend GUI that allows easily configure and invoke these 
workflows. 

• Data storage and transformation service that allows store the data obtained during simulation and 
provide a mechanism of data transformation. This service implemented in Python in connection 
with MySQL and Cloudant databases and available in two different versions: as Docker container 
or as cloud-based service hosted at IBM Cloud.  

• Inter-communication simulator based on NS-3 network simulator. 
• Intra-communication simulator that composed by OMNeT++ framework with Artery and SUMO 

and use ROS for communications.  
• HW-SW simulators based on the OpenASIP simulator engine Proxim. 
• Use-case dedicated simulators based on CARLA and Robotec.  

Finally, we describe the SAT interfaces including the orchestrator and data storage interfaces. 

In summary, the implemented architecture allows the project to achieve objective Ο4.2 “Implement 
CPSoSaware Simulation and Training block that constitutes the basic testing and training data extraction 
environment for the design and redesign procedures performed in the MRE System Layer component.”   
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